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Questions (Q157-Q162):
NEW QUESTION # 157 
Which of the following is a technique used to find the correct offset to the return address in a stack buffer overflow?
Response:

A. Fuzzing the application
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B. Decrypting application binaries
C. Analyzing core dumps
D. Scanning the binary with antivirus

Answer: A

NEW QUESTION # 158 
What is the role of the stack in the Linux memory layout?
Response:

A. To store program instructions
B. To manage memory allocation for libraries
C. To hold local variables and function call information
D. To protect memory from buffer overflow attacks

Answer: C

NEW QUESTION # 159 
Which of the following techniques is effective for bypassing network access control (NAC) systems?
Response:

A. ARP poisoning
B. MAC address flooding
C. RST injection
D. IP spoofing

Answer: A

NEW QUESTION # 160 
When developing custom fuzzing test sequences using Sulley, what is essential to measure the effectiveness of the fuzzing process?
Response:

A. Memory usage
B. Number of test cases generated
C. Execution speed
D. Code coverage

Answer: D

NEW QUESTION # 161 
Which of the following is a key requirement when writing shellcode for Linux systems?
Response:

A. Hardcoding file paths
B. Using absolute addresses
C. Avoiding null bytes
D. Including encrypted payloads

Answer: C

NEW QUESTION # 162
......
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