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GIAC Cloud Security Essentials Sample Questions (Q97-Q102):

NEW QUESTION # 97

When it comes to cloud identity findamentals, which two are essential components of identity and access management (IAM)?
(Choose Two)

Response:
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A. Password rotation policies.

B. Physical security measures.

C. Least privilege access control.

D. Biometric authentication methods.

Answer: A,C

NEW QUESTION # 98

Which two best practices are critical for managing risk in cloud environments?
(Choose Two)

Response:

A. Disabling encryption

B. Conducting regular audits

C. Avoiding security assessments

D. Implementing least privilege access

Answer: B,.D

NEW QUESTION # 99
‘When configuring cloud resources to store sensitive data, which of the following practices should be avoided?
Response:

A. Regular auditing of access logs

B. Storage of unencrypted sensitive data

C. Inplementation of strict data access controls
D. Frequent testing of security measures

Answer: B

NEW QUESTION # 100
How does segmentation improve cloud network security?
Response:

A. By increasing the speed of the network

B. By limiting the scope of potential breaches
C. By reducing the overall cost of the network
D. By enhancing user accessibilities

Answer: B

NEW QUESTION # 101
What is a common technique for ensuring high availability of sensitive data in the cloud?
Response:

A. Data replication across nuiltiple regions
B. Disabling automatic failover

C. Limiting access to a single region

D. Reducing the frequency of backups

Answer: A

NEW QUESTION # 102
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