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system, the software version our GICSP Guide materials is not limited to the number of computers installed, you can install the
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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q37-Q42):
NEW QUESTION # 37 
What does the following command accomplish?
$ chroot /home/jdoe /bin/bash

A. Grants the jdoe user account root privileges when using a bash shell
B. Modifies ownership of the /home/jdoe and /bin/bash directories to root
C. Assigns root privileges to the /home/jdoe and /bin/bash directories
D. Changes the root directory {/) to /home/jdoe for the associated user

Answer: D

Explanation:
The chroot command changes the apparent root directory (/) for the current running process and its children to the specified
directory-in this case, /home/jdoe.
This "jails" the shell (bash) into /home/jdoe, limiting file system access to that subtree.
It does not change ownership (A), grant privileges (B or C), but provides a confined environment (sandbox).
GICSP discusses chroot as a containment and security mechanism in ICS system hardening.
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Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Linux man pages for chroot GICSP Training
on System Hardening and Access Controls

NEW QUESTION # 38 
What do the following protocols have in common?

A. Use in RF mesh networks
B. Ability to tunnel legacy protocols
C. Ability to use asymmetric join methods
D. Use of IPv6 in the network layer

Answer: A

Explanation:
WirelessHART, ISA100.11a, and ZigBee are all wireless communication protocols commonly used in industrial automation and
control systems. A key characteristic they share is:
They use RF (Radio Frequency) mesh networking (B) to enable devices to communicate through multiple hops, improving reliability
and coverage. Mesh networks allow devices to relay messages, creating a robust wireless infrastructure.
Use of IPv6 (A) is specific to some protocols but not common to all three.
Asymmetric join methods (C) and tunneling legacy protocols (D) are not shared features of all three.
The GICSP materials emphasize mesh network topology as a key feature of these protocols in enabling reliable and secure wireless
ICS communications.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
WirelessHART, ISA100.11a, ZigBee Protocol Specifications
GICSP Training on Wireless ICS Protocols and Security

NEW QUESTION # 39 
In the context of ICS the process of fuzzing a device is described as which of the following?

A. Monitoring device performance in harsh environmental conditions
B. Providing invalid, unexpected, or random data as inputs
C. Launching all known exploits at the device in a randomized sequence
D. Brute force password attacks against default accounts
E. Monitoring device performance in varying power conditions

Answer: B

Explanation:
Fuzzing (C) is a security testing technique that involves sending invalid, unexpected, or random inputs to a device or application to
discover vulnerabilities like buffer overflows or crashes.
Brute force attacks (A) target authentication, not input validation.
Launching known exploits (B) is penetration testing but not fuzzing.
(D) and (E) describe environmental or stress testing.
GICSP highlights fuzzing as a proactive testing method to uncover ICS device vulnerabilities.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response OWASP Fuzzing Resources GICSP Training
on Vulnerability Assessment Techniques

NEW QUESTION # 40 
Which of the following is a protocol that will provide control center-to-control center SCADA communications in a situation where



each of the control centers implement a different vendor-supplied protocol internally?

A. BACnet
B. DNP3
C. ICCP
D. MMS
E. Modbus/TCP

Answer: C

Explanation:
ICCP (Inter-Control Center Communications Protocol) (A) is designed for control center-to-control center communication and
interoperability, especially when different internal vendor protocols are used.
DNP3 (B) and Modbus/TCP (D) are primarily used for control center to field device communications.
BACnet (C) is for building automation.
MMS (E) is a messaging standard but less commonly used for inter-control center communications.
GICSP highlights ICCP as critical for interoperability across heterogeneous ICS networks.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
IEEE and IEC Protocol Standards
GICSP Training on ICS Communication Protocols

NEW QUESTION # 41 
What is a characteristic of Windows Server Update Services (WSUS) in an ICS environment?

A. Allows the administrator to create custom groups of computers
B. Inventories both hardware and software within an Active Directory domain
C. Requires the clients to connect to the Internet to download patches

Answer: A

Explanation:
WSUS enables centralized patch management and allows administrators to create custom groups of computers (C) to target updates
and schedules appropriately, which is useful in segmented ICS environments.
WSUS clients do not require direct Internet access (A) as WSUS servers can download updates centrally.
WSUS does not perform hardware or software inventory (B); that functionality is provided by other tools like MECM.
GICSP highlights WSUS as a practical tool for managing patches in ICS with fine-grained control.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Microsoft WSUS Documentation GICSP
Training on Patch Management in ICS
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