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the annual real exam. Some old knowledge will be deleted. So you must have a clear understanding of the test syllabus of the
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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q20-Q25):

NEW QUESTION # 20
‘What mechanism could help defeat an attacker's attempt to hide evidence of his/her actions on the target system?

e A Centralized logging

e B. Application allow lists
e C. Attack surface analysis
e D. Sand boxing

Answer: A
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Explanation:

An attacker often tries to cover their tracks by deleting or modifying logs on the compromised system to hide evidence of their
activities.

Centralized logging (D) forwards log data in real-time or near real-time to a secure, remote logging server that the attacker cannot
easily alter or delete. This makes it much more difficult for attackers to erase their footprints because even if local logs are tampered
with, copies remain intact elsewhere.

Attack surface analysis (A) is a proactive security activity to identify vulnerabilities, not a forensic or logging mechanism.
Application allow lists (B) control what software can execute but do not directly preserve evidence of actions taken.

Sandboxing (C) isolates processes for security testing but is unrelated to preserving evidence.

The GICSP materials emphasize centralized logging and secure log management as critical controls for incident detection and
forensic analysis within ICS environments.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-92 (Guide to Computer
Security Log Management) GICSP Training on Incident Response and Logging Best Practices

NEW QUESTION # 21
What is a use of Network Address Translation?

A. To enable network routing functionality
B. To maximize Firewall functionality

C. To hide private network addresses

D. To make access list configuration easier

Answer: C

Explanation:

Network Address Translation (NAT) is a technique used to hide private [P addresses behind a public IP address (C), providing
security benefits by masking internal network structures from external networks. NAT also conserves public IP addresses and
allows muiltiple devices to share a single IP when accessing external networks.

While NAT affects routing and firewall operations, its primary purpose is not to maximize firewall finctionality (A), simplify access
lists (B), or enable routing (D), although it may indirectly impact these functions.

GICSP training stresses NAT as part of network security design, especially at the boundary between enterprise and ICS networks.
Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.5 (Network Architecture)

GICSP Traning on Network Security Fundamentals

NEW QUESTION # 22
Which of the following would use round-robin process scheduling?

A. Embedded device on the plant floor

B. Data-diode at an enforcement boundary
C. Temperature sensor in the field

D. Operator workstation in the control room

Answer: D

Explanation:

Round-robin scheduling is a common time-sharing CPU scheduling algorithm used in general-purpose operating systemns to allocate
processor time fairly among processes.

An operator workstation (C) typically runs a general-purpose OS (like Windows), which uses round-robin or similar scheduling
algorithirs.

Embedded devices (A, B) often use real-time operating systems (RTOS) with priority-based or deterministic scheduling,

A data diode (D) is a hardware device and does not use process scheduling.

GICSP discusses scheduling differences in the context of embedded and general-purpose systemns.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

Real-Time Operating Systes vs General-Purpose OS

GICSP Training on ICS Device Architectures



NEW QUESTION # 23
‘Which of the following is part of the Respond finction of the NIST CSF (cybersecurity framework)?

A. Performing forensics analysis on a system and eradicating malware

B. Limiting user access to only those network resources necessary for themto do their jobs
C. Restoring from backup a system that had been compromised

D. Discovering malicious activity on the network using multiple sensors

Answer: A

Explanation:

The Respond function of the NIST Cybersecurity Framework (CSF) focuses on activities to contain, mitigate, and eradicate
mcidents once detected.

Performing forensic analysis and eradicating malware (B) falls clearly within the Respond function.

(A) Discovering malicious activity is part of the Detect function.

(C) Restoring from backup is part of the Recover function.

(D) Limiting user access is a Preventive control under the Protect function.

GICSP training maps ICS security activities to the NIST CSF to guide structured incident response.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST CSF Framework (Respond Function)
GICSP Training on Incident Handling and Response

NEW QUESTION # 24
‘What kind of data could be found on a historian?

A. Runtime libraries that software programs use

B. Information for supervising lower-level controllers in real-time
C. Diagrams depicting an overview of the process

D. Information needed for billing customers

Answer: D

Explanation:

An industrial historian is a specialized database system designed to collect, store, and retrieve time-series data from industrial control
systems. It primarily stores process data, event logs, and measurements over time, which are essential for trend analysis, reporting,
and regulatory compliance.

Historian data is often used for billing purposes (A), especially in utilities and process industries, where consunption data is recorded
and later used to generate customer bills.

Option (B), real-time supervision of lower-level controllers, is typically handled by SCADA or control system software, not the
historian itself.

(C) Diagrans are stored in engineering tools or documentation repositories, not historians.

(D) Runtine libraries are software components and not stored on historians.

The GICSP curriculum clarifies that historians are central to operational analytics and long-term data storage but are not real-time
control systems themselves.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

NIST SP 800-82 Rev 2, Section 6.3 (Data Historians and Data Acquisition) GICSP Training Materials on ICS Data Management

NEW QUESTION # 25

Our GICSP training guide always promise the best to service the clients. Carefully testing and producing to match the certified
quality standards of GICSP exam materials, we have made specific statistic researches on the GICSP practice materials. And the
operation system of our GICSP practice materials can adapt to different consurmer groups. Facts speak louder than words. Through
years' efforts, our GICSP exam preparation has received mass favorable reviews because the 99% pass rate is the powerful proof
of trust of the public.
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