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Topic

Details

Topic 1

Configure GitHub Advanced Security tools in GitHub Enterprise: This section of the exam measures skills
ofa GitHub Administrator and covers integrating GHAS features into GitHub Enterprise Server or Cloud
environments. Examinees must know how to enable advanced security at the enterprise level, manage
licensing, and ensure that scanning and alerting services operate correctly across muiltiple repositories and
organizational units.

Topic 2

Configure and use code scanning: This section of the exam measures skills of a DevSecOps Engineer and
covers enabling and customizing GitHub code scanning with built?in or marketplace rulesets. Examinees
must know how to interpret scan results, triage findings, and configure exclusion or override settings to
reduce noise and focus on high?priority vulnerabilities.

Topic 3

Describe GitHub Advanced Security best practices: This section of the exam measures skills of a GitHub
Admmistrator and covers outlining recommended strategies for adopting GitHub Advanced Security at
scale. Test?takers will explain how to apply security policies, enforce branch protections, shift left security
checks, and use metrics from GHAS tools to continuously improve an organization’s security posture.

Topic 4

Use code scanning with CodeQL.: This section of the exam measures skills of a DevSecOps Engineer and
covers working with CodeQL to write or customize queries for deeper semantic analysis. Candidates
should demonstrate how to configure CodeQL workflows, understand query suites, and interpret CodeQL
alerts to uncover complex code issues beyond standard static analysis.

Topic 5

Configure and use secret scanning: This section of the exam measures skills of a DevSecOps Engineer and
covers setting up and managing secret scanning in organizations and repositories. Test?takers must
demonstrate how to enable secret scanning, interpret the alerts generated when sensitive data is exposed,
and implement policies to prevent and remediate credential leaks.

Topic 6

Configure and use dependency management: This section of the exam measures skills of a DevSecOps
Engineer and covers configuring dependency management workflows to identify and remediate vulnerable
or outdated packages. Candidates will show how to enable Dependabot for version updates, review
dependency alerts, and integrate these tools into automated CI

CD pipelines to maintain secure software supply chains.

GitHub Advanced Security GHAS Exam Sample Questions (Q12-Q17):

NEW QUESTION # 12
Where can you view code scanning results from CodeQL analysis?

Answer: D

Explanation:

A. A CodeQL query pack

B. At Security advisories

C. A CodeQL database

D. The repository's code scanning alerts

All results from CodeQL analysis appear under therepository's code scanning alertstab. This section is part of theSecuritytab and
provides a list of all current, fixed, and dismissed alerts found by CodeQL.

A CodeQL database is used internally during scanning but does not display results. Query packs contain rules, not results. Security
advisories are for published vulnerabilities, not per-repo findings.

NEW QUESTION # 13
You have enabled security updates for a repository. When does GitHub mark a Dependabot alert as resolved for that repository?

¢ A. When Dependabot creates a pull request to update dependencies
¢ B. When you merge a pull request that contains a security update
¢ C. When you dismiss the Dependabot alert




e D. When the pull request checks are successful
Answer: B

Explanation:

A Dependabot alert is marked asresolvedonly after the relatedpull request is mergedinto the repository. This indicates that the
vulnerable dependency has been officially replaced with a secure version in the active codebase.

Simply generating a PR or passing checks does not change the alert status; merging is the key step.

NEW QUESTION # 14
Assuming that notification settings and Dependabot alert recipients have not been customized, which user account setting should you
use to get an alert when a vulnerability is detected in one of your repositories?

A. Enable by default for new public repositories
B. Enable all for Dependabot alerts

C. Enable all in existing repositories

D. Enable all for Dependency graph

Answer: B

Explanation:

To ensure you're notified whenever a vulnerability is detected via Dependabot, you mustenablealerts for Dependabotin your personal
notification settings. This applies to both new and existing repositories. It ensures you get timely alerts about security vulnerabilities.
The dependency graph nust be enabled for scanning, but does not send alerts itself.

NEW QUESTION # 15
Which of'the following statements most accurately describes push protection for secret scanning custom patterns?

A. Push protection is an opt-in experience for each custom pattern.

B. Push protection is enabled by default for new custom patterns.

C. Push protection must be enabled for all, or none, of a repository's custom patterns.
D. Push protection is not available for custom patterns.

Answer: A

Explanation:

Comprehensive and Detailed Explanation:

Push protection for secret scanning custom patterns is an opt-in feature. This means that for each custom pattern defined in a
repository, maintainers can choose to enable or disable push protectionindividually. This provides flexibility, allowing teams to
enforce push protection on sensitive patterns while leaving it disabled for others.

NEW QUESTION # 16
What does a CodeQL database of your repository contain?

A. Build commands for C/C++, C#, and Java

B. A build of the code and extracted data

C. A representation of all of the source code GitHub Agentic Al for AppSec Teams
D. A build for Go projects to set up the project

Answer: B

Explanation:

Comprehensive and Detailed Explanation:

A CodeQL database contains a representation of your codebase, including the build of the code and extracted data. This database
is used to run CodeQL queries to analyze your code for potential vulnerabilities and errors.
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NEW QUESTION # 17
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