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GIAC Mobile Device Security Analyst Sample Questions (Q118-Q123):

NEW QUESTION # 118
Which tool is primarily used for reverse engineering Android apps by decompiling them into Java source code?
Response:
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A. Hex-Rays
B. JID-GUI
C.GCC

D. GDB

Answer: B

NEW QUESTION # 119
Which file is pivotal in defining app permissions and configuration settings in iOS applications?
Response:

A. Info.plist

B. app.properties
C. configjson

D. settings.xml

Answer: A

NEW QUESTION # 120
How can attackers render encryption on Android devices ineffective without breaking the encryption algorithm directly?
Response:

A. By exploiting side-channel attacks

B. By enabling device encryption

C. By updating the device to the latest Android version
D. By using strong encryption keys

Answer: A

NEW QUESTION # 121

Which of the following are considered best practices for securing mobile devices against malware?
(Choose Three)

Response:

A. Installing apps from verified publishers only
B. Keeping Bluetooth and Wi-Fion at all times
C. Encrypting device data

D. Disabling unnecessary app permissions

Answer: A,C,D

NEW QUESTION # 122
Which Android feature can be exploited to manipulate an app's runtime behavior?
Response:

A. Broadcast Receivers
B. Activity Stack

C. Content Providers
D. Shared Preferences

Answer: B

NEW QUESTION # 123
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