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GIAC Mobile Device Security Analyst Sample Questions (Q61-Q66):

NEW QUESTION # 61
‘What tool can be used to decompile Android application binaries to review their source code?
Response:

A. GCC

B. Visual Studio
C.LLVM

D. APKTool

Answer: D

NEW QUESTION # 62
Which tool is recommended for automated security testing of mobile apps according to MASVS?
Response:

A. Drozer

B. Jenkins

C. GitLab CI

D. OWASP ZAP

Answer: A

NEW QUESTION # 63

What are critical considerations when assessing the security of iOS applications?
(Choose Three)

Response:

A. Tmplementation of secure communication protocols
B. Enforcement of least privilege in app permissions
C. Usage of encrypted databases

D. Frequency of app updates

Answer: A,B,C

NEW QUESTION # 64
In reverse engineering of mobile applications, what does obfluscation aim to prevent?
Response:

A. Clarity of the source code

B. Decrease in runtime efficiency

C. Unauthorized access to source code
D. Increase in file size

Answer: C

NEW QUESTION # 65
What does the MASVS requirement V8 focus on?
Response:

A. Data Protection
B. Authentication and Session Management
C. Reverse Engineering

D. Cryptography



Answer: C

NEW QUESTION # 66
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