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NEW QUESTION # 14 
Which security measure can prevent unauthorized access to data if a mobile device is lost or stolen?
Response:

A. Using pattern locks
B. Keeping the screen timeout setting high
C. Regularly clearing browser history
D. Auto-lock and password protection

Answer: D

NEW QUESTION # 15 
Which of the following best describes the MASVS requirement for cryptographic processes?
(Choose Two)
Response:

A. Key management practices must be robust
B. Use of non-standard cryptographic protocols
C. Cryptographic modules must be vetted
D. Data must be encrypted at all times, both at rest and in transit

Answer: A,C

NEW QUESTION # 16 
What tool is commonly used to manage Android devices in an enterprise environment?
Response:

A. ADB (Android Debug Bridge)
B. Mobile Device Management (MDM)
C. Android Device Manager
D. Google Play Protect

Answer: B

NEW QUESTION # 17 
How does DNS hijacking benefit a penetration tester in evaluating network security?
Response:

A. By increasing network efficiency
B. By blocking unwanted websites
C. By providing secure DNS services
D. By redirecting users to malicious sites

Answer: D

NEW QUESTION # 18 
For apps handling sensitive financial data, MASVS recommends which of the following measures?
Response:

A. Multi-factor authentication
B. Usage of a secure development lifecycle
C. Background checks for developers
D. Daily security audits

Answer: A
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