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Sample Questions (Q50-Q55):
NEW QUESTION # 50 
An organization experiences a recent surge in account takeovers and suspicious activity Upon investigation a security team discovers
that employees are falling victim to infostealer malware specifically designed to target Chrome browser cookies This malware is
spreading through phishing emails and compromised websites, and it is capable of stealing session cookies, login credentials,and
other sensitive information stored in the browser Which measure can an administrator implement using Chrome Enterprise Core to
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mitigate the risks posed by cookie theft?

A. Block the use of third-party cookies
B. Disallow Chrome Sync and Require Incognito mode
C. Invalidate user's session cookies and tokens by resetting the sign-in cookies from the Google Admin console
D. Require Enhanced Safe Browsing and enable Application Bound Encryption

Answer: D

Explanation:
To combat cookie theft from infostealer malware, requiring "Enhanced Safe Browsing" provides proactive protection against
malicious websites and downloads that might distribute such malware. Enabling
"Application Bound Encryption" adds an extra layer of security to cookies and other sensitive data stored by Chrome, making them
harder for malware to use even if stolen. Blocking third-party cookies (option A) can improve privacy but doesn't directly prevent
malware from stealing first-party session cookies. Invalidating existing cookies (option C) is a reactive measure and doesn't prevent
future theft. Disallowing Chrome Sync and requiring Incognito mode (option D) changes user behavior but doesn't inherently protect
against malware on the local machine.

NEW QUESTION # 51 
An administrator decides to shorten the default time that a browser may be inactive before automatic deletion from the Google
Admin console What policy must be selected for the Device Token Management policy to allow devices to re-enroll in the Google
Admin console?

A. Delete Token
B. Revoke Token
C. Renew Token
D. Invalidate Token

Answer: C

Explanation:
When managing inactive device tokens, the "Renew Token" option is crucial for allowing devices to re-enroll after a period of
inactivity. If the token is revoked, invalidated, or deleted, the device will likely require a manual re-enrollment process. Renewing the
token provides a mechanism for the device to check back in and remain managed.

NEW QUESTION # 52 
An organization has a critical extension that is force-installed on managed Chrome browsers to meet specific security needs
Additionally, the organization has specified that when extensions are unpublished from the Chrome Web Store, they are also
disabled The extension has been taken over by a malicious actor and has been unpublished from the Chrome Web Store What
impact will this have to the force-installed extension?

A. The force-installed extension will observe no change
B. The admin will receive an alert in the Google Admin console to remediate the conflict
C. The force-installed extension will be disabled for existing users only
D. The force-installed extension will automatically be disabled

Answer: D

Explanation:
If an extension that is force-installed via policy is unpublished from the Chrome Web Store, the Chrome browser will detect this
status and automatically disable the extension on managed devices. This is a security mechanism to prevent the continued use of
potentially compromised or no longer maintained extensions.

NEW QUESTION # 53 
What policy and value provides the most protection against malicious websites?

A. Set the Safe Browsing policy to Enhanced mode
B. Allow the user ability to bypass Safe Browsing warnings



C. Set the site isolation policy to be required for all websites
D. Enable site isolation for all websites

Answer: A

Explanation:
Setting the **Safe Browsing policy to Enhanced mode** provides the most direct and comprehensive protection against malicious
websites by leveraging Google's real-time threat intelligence. Allowing users to bypass warnings (option A) defeats the purpose of
Safe Browsing. While site isolation (options C and D) protects against cross-site data leakage, it doesn't directly prevent users from
accessing malicious sites in the first place. Enhanced Safe Browsing actively warns and blocks access to dangerous websites.

NEW QUESTION # 54 
An administrator is using Organizational Units (OU) to apply different Chrome browser settings to different types of devices The
administrator needs to ensure that the browsers are placed in the correct OU Which token must the administrator generate and
apply?

A. Browser Policy Token
B. Enrollment Token
C. Cloud Management Token
D. Device Management Token

Answer: B

Explanation:
The **Enrollment Token** is the key to associating a Chrome browser instance with a specific organizational unit (OU) in the
Google Admin console during the enrollment process. By applying the correct enrollment token during setup, the browser will be
placed in the designated OU and inherit the policies configured for that OU. Device Management Tokens are more relevant for
ChromeOS devices. Browser Policy Tokens are not a standard term for OU assignment during enrollment. Cloud Management
Token is a general term encompassing the enrollment process.

NEW QUESTION # 55
......
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