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GIAC Red Team Professional Sample Questions (Q118-Q123):

NEW QUESTION # 118
What role does a 'mule' domain play in an attack infrastructure?
Response:

e A Serves as an intermediary to obscure the final destination of stolen data
¢ B. Hosts malicious payloads for initial compromise
¢ C. Provides DNS services for the attack infrastructure
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e D. Acts as a primary data exfiltration point

Answer: A

NEW QUESTION # 119
What is the primary goal of performing reconnaissance on a target?
Response:

A. To establish a secure communication channel with the target
B. To comply with legal and ethical hacking standards

C. To identify potential vulnerabilities and valuable assets

D. To create a distraction for cybersecurity personnel

Answer: C

NEW QUESTION # 120
Why is it important to understand the network segmentation within the target environment?
Response:

A. To plan the lateral movement strategy effectively

B. To identify which segments are isolated and require physical access
C. To determine the most valuable data assets within the network

D. To conmply with legal restrictions on penetration testing

Answer: A

NEW QUESTION # 121

Which authentication methods are commonly used within an Active Directory environment and targeted by attackers?
Multiple Correct Answers

Response:

A. NTLM authentication

B. OAuth 2.0

C. SAML 2.0 authentication
D. Kerberos authentication

Answer: A,D

NEW QUESTION # 122
Which tool is primarily used for Active Directory discovery and enumeration?
Response:

A. Nessus

B. BloodHound
C. Nmap

D. Wireshark

Answer: B

NEW QUESTION # 123
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