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NEW QUESTION # 96 
After a breach involving the exfiltration of a large amount of sensitive data a security analyst is reviewing the following firewall logs to
determine how the breach occurred:
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Which of the following IP addresses does the analyst need to investigate further?

A. 192.168.1.193
B. 192.168.1.12
C. 192.168.1.10
D. 192.168.1.1

Answer: B

NEW QUESTION # 97 
A security analyst needs to recommend the best approach to test a new application that simulates abnormal user behavior to find
software bugs. Which of the following would best accomplish this task?

A. Fuzzing tools with polymorphic methods
B. A dynamic analysis using a dictionary to simulate user inputs
C. Reverse engineering to circumvent software protections
D. A static analysis to find libraries with flaws handling user inputs

Answer: A

Explanation:
Fuzzing is a technique that involves sending random, malformed, or unexpected inputs to an application to trigger errors, crashes, or
vulnerabilities. Fuzzing can be used to test the robustness and security of software, especially when the source code is not available
or the input format is complex1. Fuzzing can also simulate abnormal user behavior, such as entering invalid data, clicking on random
buttons, or sending malicious requests2.
Fuzzing tools are software programs that automate the process of generating and sending inputs to the application under test. There
are different types of fuzzing tools, such as black-box fuzzers, white-box fuzzers, and grey-box fuzzers, depending on the level of
information and feedback they have about the application1. Some examples of fuzzing tools are AFL, Peach, and [Sulley].
Polymorphic methods are techniques that allow fuzzing tools to modify or mutate the inputs in different ways, such as changing the
length, value, type, or structure of the data. Polymorphic methods can increase the diversity and effectiveness of the inputs and help
discover more bugs or vulnerabilities in the application .
Therefore, using fuzzing tools with polymorphic methods would be the best approach to test a new application that simulates
abnormal user behavior to find software bugs. This approach would generate a large number of inputs that cover various scenarios
and edge cases and expose any flaws or weaknesses in the application's functionality or security.

NEW QUESTION # 98 
An analyst was investigating the attack that took place on the network. A user was able to access the system without proper
authentication. Which of the following will the analyst recommend, related to management approaches, in order to control access?
(Choose three.)

A. DAC
B. LEAP
C. MAC
D. BCP
E. SCAP
F. RBAC
G. PEAP

Answer: A,C,F

NEW QUESTION # 99 
An analyst is reviewing the following output:



Which of the following was MOST likely used to discover this?

A. A web application vulnerability scan
B. A static analysis vulnerability scan
C. A passive vulnerability scan
D. Reverse engineering using a debugger

Answer: C

NEW QUESTION # 100 
A cybersecunty analyst needs to harden a server that is currently being used as a web server The server needs to be accessible
when entenng www company com into the browser Additionally web pages require frequent updates which are performed by a
remote contractor Given the following output:

Which of the following should the cybersecunty analyst recommend to harden the server? (Select TWO).

A. Uninstall the DNS service
B. Perform a vulnerability scan
C. Change the server's IP to a private IP address
D. Disable the Telnet service
E. Change the SSH port to a non-standard port
F. Block port 80 with the host-based firewall

Answer: B,D

NEW QUESTION # 101
......
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