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GIAC Exploit Researcher and Advanced Penetration Tester Sample
Questions (Q58-Q63):

NEW QUESTION # 58
What is an essential aspect of the Linux linking and loading process that can impact security?
Response:

A. The physical location of the server

B. The choice of programming language used for system scripting
C. The color depth of the display environment

D. The resolution of symbolic references and relocation

Answer: D

NEW QUESTION # 59
‘What technique is essential for writing exploits against canary-protected programs?
Response:

A. Return-oriented programming (ROP)

B. Format string vulnerabilities

C. Buffer overflow in non-executable stacks
D. Use of NOP sleds

Answer: A

NEW QUESTION # 60

You are developing a custom fiizzer for a proprietary protocol. Which of the following steps should you take to maximize code
coverage during fuzzing?

Response:

A. Rely solely on predefined inputs from previous tests

B. Use protocol-specific mutations and track coverage with dynamic analysis tools
C. Randomly generate inputs without any knowledge of the protocol

D. Avoid any form of input mutation

Answer: B

NEW QUESTION # 61
In Linux, which type of memory is primarily used to store global and static variables?
Response:

A. Heap

B. Data segment
C. Stack

D. Register

Answer: B

NEW QUESTION # 62
In a client exploitation scenario, which Windows tool is often used to bypass user account control (UAC)?
Response:

e A Mimikatz
e B UACMe
e C. Scapy



e D. Burp Suite

Answer: B

NEW QUESTION # 63
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