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Huawei HCIP-Security V4.0 Sample Questions (Q16-Q21):

NEW QUESTION # 16
‘Which of the following methods are used by flood attacks to cause denial of services?(Select All that Apply)

e A, Exhaust server-side resources.
e B. Exhaust available bandwidth.
e (. Control network host rights.
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e D. Exhaust network device resources.
Answer: A,B,D

Explanation:

Comprehensive and Detailed Explanation:

* Flood attacks (DoS/DDoS) overwhelm network resources, preventing normal users from accessing services.
* Correct answers:

* A. Exhaust available bandwidth# Large amounts of traffic saturate the network.

* B. Exhaust server-side resources# High CPU/memory usage causes server crashes.

* D. Exhaust network device resources# Firewalls, routers, and switches become overloaded.
* Why is C incorrect?

* Controlling host rights is related to hacking, not flooding attacks.

HCIP-Security References:

* Huawei HCIP-Security Guide # DoS/DDoS Attack Prevention

NEW QUESTION # 17
[Psec VPN does not support encapsulation of non-1P unicast packets.

e A TRUE
e B FALSE

Answer: A

Explanation:

Comprehensive and Detailed Explanation:

* IPsec VPN only supports IP unicast traffic.

* Non-IP unicast packets (such as multicast and broadcast) are not natively supported.
* To transmit multicast traffic over IPsec, GRE over [Psec is required.

* Why is this statement true?

* Standard IPsec VPN does not support non-1P unicast packets.

HCIP-Security References:

* Huawei HCIP-Security Guide # IPsec VPN Limitations

NEW QUESTION # 18

HWTACACS is a centralized information exchange protocol based on the client/server structure. It uses UDP for transmission and
perforns authentication, authorization, and accounting for users accessing the Internet through Point-to-Point Protocol (PPP) or
Virtual Private Dial-up Network (VPDN) and administrative users logging in to devices.

e A TRUE
e B. FALSE

Answer: B

Explanation:

Comprehensive and Detailed Explanation:

1##Understanding HWTACACS:

* HWTACACS (Huawei Terminal Access Controller Access-Control System)is aHuawei- proprietaryAAA (Authentication,
Authorization, and Accounting) protocol.

* It isbased on the TACACS+ protocolbut optimized for Huawei devices.

Why the Statement is False?

The statement contains atechnical inaccuracyabout thetransport protocolused by HWTACACS.
* Incorrect:"It uses UDP for transmission."

* CorrectHWTACACS uses TCP (Transmission Control Protocol), not UDP.

* TACACS+ and HWTACACS both use TCP (port 49) for reliable communication.

Key Features of HWTACACS:

A screenshot of a computer Al-generated content may be incorrect.



Feature Description

Protocol Type Uses TCP (port 49), ensuring reliable communication.

Security Encrypts the entire payload (unlike RADIUS, which encrypts only passwords).

Functionality Provides Authentication, Authorization, and Accounting (AAA) for network devices.

Deployment USéd-\:F':E‘ntéfpfSE networks for device management and administrative user authentication.
Why TCP is Used Instead :fJGI;II;I

* TCP ensures reliable deliveryof AAA messages.

* UnlikeRADIUS (which uses UDP), HWTACACS does not suffer from packet loss issuessince TCP provides retransmission and
flow control.

Where is HWTACACS Used?

* Device Login Authentication# Securely managesnetwork administrators accessing Huawei routers, switches, and firewalls.

* Authorization Control# Grants specific command-level privileges to users.

* Accounting# Logs command execution for auditing purposes.

NEW QUESTION # 19

Huawei iMaster NCE-Campus is a web-based centralized management and control system in the CloudCampus Solution. It
supports user access management and can finction as multiple types of authentication servers. Which of the following servers can
iMaster NCE-Campus not be used as?

A. Portal server

B. HWTACACS server
C. RADIUS server

D. AD server

Answer: D

Explanation:

Comprehensive and Detailed Explanation:

* Master NCE-Campus finctions as multiple authentication servers, including;
* Portal Server# For web-based authentication.

* RADIUS Server# For centralized authentication and policy enforcement.

* HWTACACS Server# For administrative command authorization.

* Why is B correct?

* Master NCE-Campus cannot finction as an Active Directory (AD) server.It can integrate with an external AD server but does
not replace it.

HCIP-Security References:

* Huawei HCIP-Security Guide # iMaster NCE-Campus Authentication

NEW QUESTION # 20
Which of'the following statements is false about Eth-Trunk?(Select All that Apply)

A. An Eth-Trunk interface is a logical interface.

B. An Eth-Trunk must have at least one active link.

C. An Eth-Trunk interface can be a Layer 2 or Layer 3 interface.
D. An Eth-Trunk must have at least two member links.

Answer: D

Explanation:

Comprehensive and Detailed Explanation:

* Eth-Trunk can be created with just one member link; it isnot mandatory to have two links.
* At least one active link is requiredfor the Eth-Trunk to function.

* Eth-Trunk is a logical interfacethat can work atLayer 2 or Layer 3.

* Why is A false?

* Whilemultiple links are recommended, an Eth-Trunkcan work with just one active link.



HCIP-Security References:
* Huawei HCIP-Security Guide # Ethernet Trunking
* Huawei USG Firewalls Link Aggregation Guide

NEW QUESTION # 21
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