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35. Frage

During deployment of Portal authentication, an authentication-free rule profile needs to be configured to ensure Portal pages can be
opened on authentication terminals. To achieve this purpose, the following traffic needs to be permitted in the authentication-free rule
profile: DN resolution traffic of user terminals, traffic from user terminals for accessing Portal pages, and traffic from user terminals
to the RADIUS server.
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e A TRUE
e B.FALSE

Antwort: A

Comprehensive and Detailed Explanation:

* Authentication-free rules allow unauthenticated users to access essential services before login.
* The following traffic must be allowed before authentication:

* DNS traffic# Users need to resolve domain names for the Portal page.

* Portal page access# The captive portal must be reachable.

* RADIUS server communicatior# Users must authenticate via RADIUS.

* Why is this statement true?

* Without these authentication-free rules, users would be unable to reach thePortal login page.
HCIP-Security References:

* Huawei HCIP-Security Guide # Portal Authentication-Free Rules

36. Frage
Arrange the steps of the bandwidth management process on firewalls in the correct sequence.
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Antwort:
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Explanation:
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profiles
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HCIP-Security References:
* Huawei HCIP-Security Guide# Bandwidth Management & Traffic Control Policies
* Huawei QoS Configuration Guide# Traffic Classification, Policing, and Queue Scheduling
1##Step 1: Traffic Classification and Bandwidth Policy Matching
* The firewallfirst classifies trafficusing predefined bandwidth policies.
* These policies match traffic based on criteria such assource/destination IP, application type, and protocol.
* This step ensures that each type of traffic is categorized correctly before applying bandwidth restrictions.
2##Step 2: Traffic Processing Based on Bandwidth Policies
* Once traffic is classified,the firewall enforces bandwidth limits and security actions:
* Traffic exceeding the assigned bandwidth is discarded or throttled.
* Service connection limits are enforced to prevent excessive connections per user or application.
3##Step 3: Queue Scheduling and Priority Handling
* Iftraflicexceeds the available bandwidth, the firewallprioritizes high-priority trafficusing queve scheduling mechanisis.
* Techniques likeWeighted Fair Queuing (WFQ) and Priority Queuing (PQ)ensure thatcritical traffic (e.g,, VoIP, business
applications) is prioritized over less important traffic (e.g., downloads, streaming).
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37. Frage
When gateways are connected using GRE over [Psec, the [Psec encapsulation mode must be tunnel mode.

e A TRUE
e B FALSE

Antwort: A

Begrindung;

Comprehensive and Detailed Explanation:

* GRE over IPsecis used totunnel non-1P traffic, multicast, and dynamic routing protocolsover IPsec VPN.
* Tunnel mode is requiredbecause:

* Transport mode only encrypts the payload, but GRE needs the entireoriginal IP packet encrypted.

* Tunnel mode encrypts the entire packet(original + GRE headers), ensuring full encapsulation.

* Why is this statement true?

* GRE over [Psec must use tunnel modeto fully encapsulate and protect packets.

HCIP-Security References:

* Huawei HCIP-Security Guide # GRE over [Psec Configuration

38. Frage
Ona WLAN where the WAC has Portal authentication configured, VLAN authorization can be implemented with no additional
configuration required. After Portal authentication is complete, the WAC forwards STA traffic based on the authorized VLANS.

e A FALSE
e B. TRUE

Antwort: A

Begriindung;

Comprehensive and Detailed Explanation:

* VLAN authorization in Portal authentication requires additional configuration.
* To assign VLANs dynamically:

* RADIUSnwst return VLAN attributesafter authentication.



* TheWAC (Wireless Access Controller) must be configured to support dynamic VLAN assignment.
* Why is this statement false?

* VLAN authorization requires RADIUS attributes and WAC configuration-it is not automatic.
HCIP-Security References:

* Huawei HCIP-Security Guide # WLAN & Portal Authentication

39. Frage
Which of the following statements are true about SYN scanning attacks?(Select All that Apply)

e A Ifthe peer end does not respond to the SYN packet sent by the scanner, the peer host does not exist, or filtering is
performed on the network or host.

¢ B. When the scanner sends a SYN packet, a SYN-ACK response indicates an open port.

e (. When the scanner sends a SYN packet, if the peer end responds witha SYN-ACK packet, the scanner then responds
with an ACK packet to complete the three-way handshake.

¢ D. When the scanner sends a SYN packet, an RST response indicates a closed port.

Antwort: A,B,D

Begrindung;

Comprehensive and Detailed Explanation:

* SYN scanning is a stealthy technique used to identify open ports on a target system without fully establishing a TCP connection.
* How SYN scanning works:

* The scanner sends aSYN packetto the target port.

* The target responds based on the port state:

* SYN-ACK # Port is open(Correct - D).

* RST # Port is closed(Correct - A).

* No response # The host does not exist, or a firewall is blocking it(Correct - B).

* The scanner doesnot send an ACK (unlike a full TCP connection). Instead, it sends anRSTto avoid detection.

* Why is C incorrect?

* In SYN scanning, the scanner does NOT send an ACK to conplete thehandshake. Instead, it sends an RST to abort the
comnnection.

HCIP-Security References:

* Huawei HCIP-Security Guide # SYN Scanning Techniques
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