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Question 1

What is the primary purpose of digital forensics? A) To secure a
network against intrusions

B) To collect. analyze, and preserve electronic evidence

C) To create new cybersecurity policies

D) To train employees on cybersecunity best practices

Answer: B

Lieston 2

Which of the following is considered volatile data in digital forensics?
A) Hard drive contents

B} RAM contents

C) USB drive data

D) Clowd storage files

Answer: B

Questron 3

What is the first step in the digital forensic process? A} Analysis
B} Collection

C) Examination

[} Reporting

Answer: B

Question
Which file system is commonly used by Windows operating systems”

A) HFS+
B) EXT4
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Questions (Q43-Q48):

NEW QUESTION # 43
Where is the default location for 32-bit programs installed by a user on a 64-bit version of Windows 7?

A. C\Program files (x86)
B. C:\ProgramData

C. C:\Program files

D. C\Windows

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

On 64-bit versions of Windows operating systens (including Windows 7), 32-bit applications are installed by default into the
folderC:\Program Files (x86). This separation allows the OS to distinguish between 64-bit and

32-bit applications and apply appropriate system calls and redirection.

* C:\Program Filesis reserved for native 64-bit applications.

* C:\ProgramDatacontains application data shared across users.

* C:\Windowscontains system files, not program installations.

This structure is documented in Microsoft Windows Internals and Windows Forensics guides, including official NIST guidelines on
Windows forensic investigations.

NEW QUESTION # 44
‘Which tool should be used with sound files, video files, and image files?

A. Snow

B. Stealth Files 4
C. StegVideo

D. MP3Stego

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

StegVideo is a steganographic tool designed to embed hidden messages within multimedia files such as sound, video, and image files,
making it suitable for multi-media steganography.

* Snow is mainly used for text-based steganography.

* MP3Stego is specialized for MP3 audio files only.

* Stealth Files 4 is a general steganography tool but less commonly referenced for multimedia.

Forensic and academic sources identify StegVideo as a tool for multimedia steganography, useful in complex digital investigations.

NEW QUESTION # 45
Which storage format is a magnetic drive?

A. CD-ROM
B. Blu-ray
C.SSD

D. SATA
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Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

SATA (Serial ATA) refers to an interface standard commonly used for connecting magnetic hard disk drives (HDDs) and solid-state
drives (SSDs) to a computer. The term SATA itself describes the connection, but most HDDs that use SATA as an interface are
magnetic drives.

* CD-ROM and Blu-ray are optical storage media, not magnetic.

* SSD (Solid State Drive) uses flash memory, not magnetic storage.

* Magpetic drives rely on spinning magnetic platters, which are typically connected via SATA or other interfaces.

This differentiation is emphasized in digjtal forensic training and hardware documentation, including those from NIST and forensic
hardware textbooks.

NEW QUESTION # 46
The chief executive officer (CEO) of a small computer company has identified a potential hacking attack from an outside competitor.
Which type of evidence should a forensics investigator use to identify the source of the hack?

A. Email archives

B. Network transaction logs
C. File system metadata

D. Browser history

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Network transaction logs capture records of network connections, including source and destination IP addresses, ports, and
timestamps. These logs are essential in identifying the attacker's origin and understanding the nature of the intrusion.

* Network logs provide traceability back to the attacker.

* Forensic procedures prioritize collecting network logs to identify unauthorized access.

Reference:NIST SP 800-86 discusses the importance of network logs in digital investigations to attribute cyberattacks.

NEW QUESTION # 47
Which operating system creates a swap file to temporarily store information from memory on the hard drive when needed?

A. Windows
B. Mac

C. Limx

D. Unix

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Windows uses a swap file (commonly calledpagefile.sys) to extend physical memory (RAM) by temporarily storing data from
memory to disk when RAM is insufficient. This allows the system to handle more data than the available RAM.

* Limnux and Unix typically use dedicated swap partitions or swap files but refer to them differently and manage them in other ways.
* Mac OS X uses a paging file system but does not typically use a "swap file" in the Windows sense; it uses dynamic paging files
instead.

* The termmology "swap file" is most commonly associated with Windows.

Reference:Microsoft Windows forensics guidelines and NIST documentation describe the page file's role in virtual memory
management in Windows operating systers.

NEW QUESTION # 48
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