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WGU Cloud Deployment and Operations Sample Questions (Q65-Q70):
NEW QUESTION # 65 
(An administrator needs to set up self-managed permissions for AWS CloudFormation StackSet operations.
Which two roles should be created in the administrator account and in the target accounts? Choose 2 answers.)

A. In the administrator account, create an IAM role named AWSCloudFormationStackSetExecutionRole.
B. In each target account, create a service role named AWSCloudFormationStackSetExecutionRole that trusts the
administrator account.
C. In each target account, create a service role named AWSCloudFormationStackSetAdministrationRole that trusts the
administrator account.
D. In the administrator account, create an IAM role named
AWSCloudFormationStackSetAdministrationRole.

Answer: B,D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To set up self-managed permissions for CloudFormation StackSet operations, two roles are required: in the administrator account,
create an IAM role named AWSCloudFormationStackSetAdministrationRole to manage StackSet operations, and in each target
account, create a service role named AWSCloudFormationStackSetExecutionRole that trusts the administrator account to execute
the stacks. The WGU Cloud Deployment and Operations Study Guide (Section 5.4, StackSets) states, "For self-managed
permissions, the administrator account requires the AWSCloudFormationStackSetAdministrationRole, while each target account
needs the AWSCloudFormationStackSetExecutionRole with a trust relationship to the administrator account for stack deployment."
Roles B and D are incorrectly named or misplaced.

NEW QUESTION # 66 
(An administrator sees the following VPC flow log: 2 123456739010 eni-123bfecad12529 192.168.20.1
203.0.113.66 2066 22 20 7782 1645859356 1645859536 ACCEPT OK. What does the log indicate about the traffic flow?)

A. Traffic from 203.0.113.66 to 192.168.20.1 with a destination port of 2066 has been permitted.
B. Traffic from 203.0.113.66 to 192.168.20.1 with a source port of 22 has been permitted.
C. Traffic from 192.168.20.1 to 203.0.113.66 with a source port of 2066 has been permitted.
D. Traffic from 192.168.20.1 to 203.0.113.66 with a destination port of 2066 has been permitted.

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The VPC flow log fields indicate the following: the source IP is 192.168.20.1, the destination IP is
203.0.113.66, the source port is 2066, the destination port is 22, and the action is "ACCEPT OK," meaning the traffic was
permitted. This shows outbound traffic from the internal network (192.168.20.1) to an external IP (203.0.113.66) with destination
port 2066. The WGU Cloud Deployment and Operations Study Guide (Section 3.2, VPC Flow Logs) states, "In a flow log, the
format includes source IP, destination IP, source port, destination port, and action; for example, 192.168.20.1 to 203.0.113.66 with
source port 2066 and destination port 22 indicates permitted outbound traffic." Only option C correctly interprets this flow.

NEW QUESTION # 67 
(An administrator needs to create Systems Manager Automation documents to take action based on AWS Config rules. Which two
file formats should be used? Choose 2 answers.)
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A. CSV
B. XML
C. YAML
D. JSON

Answer: C,D

Explanation:
Systems Manager Automation documents can be created using JSON or YAML file formats to define workflows and actions based
on AWS Config rules. These formats allow administrators to specify the steps and parameters for automation tasks, such as
remediation actions triggered by Config rule evaluations. The WGU Cloud Deployment and Operations Study Guide (Section 5.1,
Systems Manager Automation) states that both JSON and YAML are supported formats for writing Automation documents,
providing flexibility in scripting automation logic. XML and CSV are not supported formats for this purpose.

NEW QUESTION # 68 
(Which AWS service is used to provide remote workers with secure access to AWS resources?)

A. Network Firewall
B. Client VPN
C. NAT instance
D. Transit Gateway

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
AWS Client VPN is used to provide remote workers with secure access to AWS resources by establishing a VPN connection to
the VPC, ensuring encrypted access to private networks. The WGU Cloud Deployment and Operations Study Guide (Section 3.2,
Client VPN) states, "Client VPN enables secure remote access to AWS resources within a VPC, using mutual authentication and
encryption to protect data for remote workers." Transit Gateway manages inter-VPC routing, Network Firewall filters traffic, and
NAT instances handle outbound internet access, none of which are designed for remote worker access.

NEW QUESTION # 69 
(Which solution should be used to identify and shut down idle EC2 instances in an AWS account?)

A. CloudFront
B. CloudTrail
C. CloudWatch
D. CloudSearch

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
CloudWatch should be used to identify and shut down idle EC2 instances by monitoring metrics such as CPU utilization or network
activity. Custom alarms can be set to trigger an AWS Lambda function or Systems Manager automation to terminate idle instances,
optimizing costs. The WGU Cloud Deployment and Operations Study Guide (Section 4.1, CloudWatch Metrics) states,
"CloudWatch can monitor EC2 instance metrics like CPUUtilization; an alarm can be configured to invoke a Lambda function to
terminate idle instances, ensuring cost efficiency." CloudFront, CloudSearch, and CloudTrail are not designed for this monitoring and
automation task.

NEW QUESTION # 70
......
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professional experts are good at this for you. Just buy our Cloud-Deployment-and-Operations study materials, you will succeed
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