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Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q12-Q17):

NEW QUESTION # 12

You are a security architect at your organization and have noticed an increase in cyberattacks on your applications, including Cross-
Site Scripting (XSS) and SQL Injection. To mitigate these threats, you decide to use OCI Web Application Firewall (WAF).
‘Which type of OCI WAF rule should you configure to protect against these attacks?

A. Rate Limiting rule
B. Protection rule

C. Access control rule
D. Encryption rule

Answer: B

NEW QUESTION # 13
When trying to encrypt plaintext using Command Line Interface (CLI), the developer gets a Service Error.
This is the command the developer tried to run:

| s kms crypto encryps --hey-id ocidl key.ocl isd BEPLFLTUERSuL abueclicdisrgbedal nepluvesineshéidlychte: fxlnbitokavashata ~-pleinsext foobar --endpuint REsps.//bbpefrrSsseuk-manegesent. kms s

‘What is the reason for this error?

A. The user should pass the key version OCID instead of the key OCID.
B. The developer has the wrong endpoint.

C. The plaintext needs to be in JSON form

D. The developer forgot to specify the region.

Answer: A

NEW QUESTION # 14
During your investigation of a load balancer issue, you discovered that all back-end servers associated with one of the affected

listeners were reported as unhealthy. However, when you checked the back-end servers, they seemed to be working just fine.
‘What might be causing this issue?

A. Misconfigured health check
B. Incorrect DNS configuration
C. Misconfigured security rule

D. Overloaded back-end servers
E. Incorrect subnet configuration

Answer: A

NEW QUESTION # 15

Task 5: Create a Certificate

Create a certificate, where:

Certificate name: PBT-CERT-01-<username>

For exanple, if your username is 99008677-lab.user01, then the certificate name should be PBT-CERT-
01990086771abuser01

Ensure you elimnate special characters from the user name.

Common name: PBT-CERT-OCICERT-01

Certificate Authority: PBT-CERT-CA-01 (created in the previous task)

Answer:
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Explanation:

See the solution below in Explanation.

Explanation:

Since I can't create resources or retrieve OCIDs directly in your OCI environment, I'll provide a step-by-step solution based on
verified OCI documentation and best practices as of 02:30 PM BST on Thursday, June 12,

2025. Follow these instructions precisely in the OCI Console or CLI, using the preconfigured PBI_Vault SP vault and the PBT-
CERT-CA-01<username> Certificate Authority created in the previous task. Replace

<username> with your actual username (e.g., 99008677-lab.user01), ensuring special characters are removed.

Task 5: Create a Certificate

Step 1: Access the OCI Vault

* Log in to the OCI Console.

* Navigate toldentity & Security>Vaullt.

* Select the root compartiment.

* Locate and click on the vault named PBI_Vault SP.

Step 2: Create the Certificate

* Inthe PBI_Vault SP vault details page, underResources, clickCertificates.

* ClickCreate Certificate.

* Enter the following details:

* Name: Replace <username> with your usernane (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 99008677labuser01, then use PBT-CERT-

019900867 7labuser01).

* Common Name: Enter PBT-CERT-OCICERT-01.

* Certificate Authority: Select the PBT-CERT-CA-01<username> CA created in Task 4 (e.g., PBT-CERT-CA-
0199008677labuser01).

* Subject: Leave as default or adjust (e.g., Organization, Country) if required.

* Validity Period: Set as needed (e.g., 1 year), or use the default.

* Compartment: Ensure it's set to the root compartment.

* ClickCreate Certificateand wait for the certificate to be issued.

Step 3: Verify the Certificate

* After creation, go to theCertificatessection under PBI_Vault SP.

* Confirm the certificate PBT-CERT-01<username> (e.g., PBT-CERT-019900867 7labuser01) is listed and its status is active.

NEW QUESTION # 16
According to the Oracle Cloud Infrastructure (OCI) Shared Responsibility Model, which statement accurately reflects OCI's
responsibility for security?

A. OCIT has no security responsibilities; customers need to secure their resources.

B. OCl is responsible for securing the underlying infrastructure but not customer data.
C. OCI provides security only for fiee-tier services; customers secure everything else.
D. Customers are responsible for securing both infrastructure and data.

Answer: B

NEW QUESTION # 17
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