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NEW QUESTION # 32
Refer to the exhibit. Based on the Purdue model, which three measures can be implemented in the control area zone using the
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Fortinet Security Fabric? (Choose three.)

Control Area

Zones Supervisory Control
Supervisory Control Network

Process Control
Local Area Network

Physical Plant Floor
Instrument Bus Network

A. FortiEDR for endpoint detection

B. FortiGate for SD-WAN

C. FortiNAC for network access control

D. FortiGate for application control and IPS

E. FortiSIEM for security incident and event management

Answer: A,C,D

NEW QUESTION # 33
When you create a user or host profile, which three criteria can you use? (Choose three.)

A. Administrative group membership
B. Location

C. Host or user group memberships
D. Host or user attributes

E. An existing access control policy

Answer: B,C,D

Explanation:
Explanation
https7/docs.fortinet.convdocument/fortinac/9.2.0/administration- guide/15797/user-host-profiles

NEW QUESTION # 34

Refer to the exhibit. PLC-3 and CLIENT can send traffic to PLC-1 and PLC-2. FGT-2 has only one software switch (SSW-1)
comnecting both PLC-3 and CLIENT. PLC-3 and CLIENT cannot send traffic to each other. Which two statements about the
traffic between PCL-1 and PLC-2 are true? (Choose two.)
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A. FGT-2 controls ntra-VLAN traffic through firewall policies.

B. Traffic must be inspected by FGT-EDGE in OT networks.

C. The switch on FGT-2 must be hardware to implement micro-segmentation.

D. Micro-segmentation on FGT-2 prevents direct device-to-device communication.

Answer: A,D

NEW QUESTION # 35

in an operation technology (OT) network FortiAnalyzer is used to receive and process logs from responsible FortiGate devices
Which statement about why FortiAnalyzer is receiving and processing multiple tog messages froma given programmable logic
controller (PLC) or remote terminal unit (RTU) is true'?

e A To isolate PLCs or RTUs in the event of external attacks

e B. To track external threats and prevent them attacking the OT network

e C. To determine which type of messages from the PLC or RTU causes issues in the plant
e D. To help OT administrators troubleshoot and diagnose the OT network

Answer: B

NEW QUESTION # 36
Refer to the exhibit.
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An OT architect has implemented a Modbus TCP with a simulation server Conpot to identify and control the Modus traffic in the

OT network. The FortiGate-Edge device is configured with a software switch interface ssw-01.

Based on the topology shown in the exhibit, which two statements about the successful simulation of traffic between client and server

are true? (Choose two.)

A. NAT is disabled in the FortiGate firewall policy from port3 to ssw-01.
B. The FortiGate devices is in offline IDS mode.

C. The FortiGate-Edge device must be in NAT mode.

D. Port5 is not a member of the software switch.

Answer: A,C

NEW QUESTION # 37
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