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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q222-Q227):
NEW QUESTION # 222 
A company runs its container workloads in AWS App Runner. A DevOps engineer manages the company's container repository in
Amazon Elastic Container Registry (Amazon ECR).
The DevOps engineer must implement a solution that continuously monitors the container repository. The solution must create a new
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container image when the solution detects an operating system vulnerability or language package vulnerability.
Which solution will meet these requirements?

A. Create an AWS CodeBuild project to create a container image. Use Amazon ECR as the target repository. Turn on basic
scanning on the repository. Create an Amazon EventBridge rule to capture an ECR image action event. Use the event to
invoke the CodeBuild project. Re-upload the container to the repository.
B. Use EC2 Image Builder to create a container image pipeline. Use Amazon ECR as the target repository.
Enable Amazon GuardDuty Malware Protection on the container workload. Create an Amazon EventBridge rule to capture a
GuardDuty finding event. Use the event to invoke the image pipeline.
C. Use EC2 Image Builder to create a container image pipeline. Use Amazon ECR as the target repository.
Turn on enhanced scanning on the ECR repository. Create an Amazon EventBridge rule to capture an Inspector2 finding
event. Use the event to invoke the image pipeline. Re-upload the container to the repository.
D. Create an AWS CodeBuild project to create a container image. Use Amazon ECR as the target repository. Configure
AWS Systems Manager Compliance to scan all managed nodes. Create an Amazon EventBridge rule to capture a
configuration compliance state change event. Use the event to invoke the CodeBuild project.

Answer: C

Explanation:
Explanation
The solution that meets the requirements is to use EC2 Image Builder to create a container image pipeline, use Amazon ECR as the
target repository, turn on enhanced scanning on the ECR repository, create an Amazon EventBridge rule to capture an Inspector2
finding event, and use the event to invoke the image pipeline.
Re-upload the container to the repository.
This solution will continuously monitor the container repository for vulnerabilities using enhanced scanning, which is a feature of
Amazon ECR that provides detailed information and guidance on how to fix security issues found in your container images.
Enhanced scanning uses Inspector2, a security assessment service that integrates with Amazon ECR and generates findings for any
vulnerabilities detected in your images. You can use Amazon EventBridge to create a rule that triggers an action when an Inspector2
finding event occurs. The action can be to invoke an EC2 Image Builder pipeline, which is a service that automates the creation of
container images. The pipeline can use the latest patches and updates to build a new container image and upload it to the same ECR
repository, replacing the vulnerable image.
The other options are not correct because they do not meet all the requirements or use services that are not relevant for the scenario.
Option B is not correct because it uses Amazon GuardDuty Malware Protection, which is a feature of GuardDuty that detects
malicious activity and unauthorized behavior on your AWS accounts and resources.
GuardDuty does not scan container images for vulnerabilities, nor does it integrate with Amazon ECR or EC2 Image Builder.
Option C is not correct because it uses basic scanning on the ECR repository, which only provides a summary of the vulnerabilities
found in your container images. Basic scanning does not use Inspector2 or generate findings that can be captured by Amazon
EventBridge. Moreover, basic scanning does not provide guidance on how to fix the vulnerabilities.
Option D is not correct because it uses AWS Systems Manager Compliance, which is a feature of Systems Manager that helps you
monitor and manage the compliance status of your AWS resources based on AWS Config rules and AWS Security Hub standards.
Systems Manager Compliance does not scan container images for vulnerabilities, nor does it integrate with Amazon ECR or EC2
Image Builder.

NEW QUESTION # 223 
A company operates sensitive workloads across the AWS accounts that are in the company's organization in AWS Organizations
The company uses an IP address range to delegate IP addresses for Amazon VPC CIDR blocks and all non-cloud hardware.
The company needs a solution that prevents principals that are outside the company's IP address range from performing AWS
actions In the organization's accounts Which solution will meet these requirements?

A. Configure Amazon GuardDuty for the organization. Create a GuardDuty trusted IP address list for the company's IP range
Activate the trusted IP list for the organization.
B. In Organizations, create an SCP that allows source IP addresses that are inside of the company s IP address range. Attach
the SCP to the organization's root.
C. Configure AWS Firewall Manager for the organization. Create an AWS Network Firewall policy that allows only source
traffic from the company's IP address range Set the policy scope to all accounts in the organization.
D. In Organizations, create an SCP that denies source IP addresses that are outside of the company s IP address range.
Attach the SCP to the organization's root

Answer: D



Explanation:
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-ip.html

NEW QUESTION # 224 
A company needs to update its order processing application to improve resilience and availability. The application requires a stateful
database and uses a single-node Amazon RDS DB instance to store customer orders and transaction history. A DevOps engineer
must make the database highly available.
Which solution will meet this requirement?

A. Use the RDS DB instance as the source instance to create read replicas in multiple Availability Zones.
Deploy an Application Load Balancer to distribute read traffic across the read replicas.
B. Migrate the database to Amazon EC2 instances in multiple Availability Zones. Use Amazon Elastic Block Store (Amazon
EBS) Mult-Attach to connect all the instances to a single EBS volume.
C. Migrate the database to Amazon DynamoDB global tables. Configure automatic failover between AWS Regions by using
Amazon Route 53 health checks.
D. Modify the RDS DB instance to be a Multi-AZ deployment. Verify automatic failover to the standby instance if the
primary instance becomes unavailable.

Answer: D

NEW QUESTION # 225 
A video-sharing company stores its videos in Amazon S3. The company has observed a sudden increase in video access requests,
but the company does not know which videos are most popular. The company needs to identify the general access pattern for the
video files. This pattern includes the number of users who access a certain file on a given day, as well as the numbA DevOps
engineer manages a large commercial website that runs on Amazon EC2 The website uses Amazon Kinesis Data Streams to collect
and process web togs The DevOps engineer manages the Kinesis consumer application, which also runs on Amazon EC2 Sudden
increases of data cause the Kinesis consumer application to (all behind and the Kinesis data streams drop records before the
records can be processed The DevOps engineer must implement a solution to improve stream handling Which solution meets these
requirements with the MOST operational efficiency'' er of pull requests for certain files.
How can the company meet these requirements with the LEAST amount of effort?

A. Invoke an AWS Lambda function for every S3 object access event. Configure the Lambda function to write the file access
information, such as user. S3 bucket, and file key, to an Amazon Aurora database.
Use an Aurora SQL query to analyze the access patterns.
B. Record an Amazon CloudWatch Logs log message for every S3 object access event. Configure a CloudWatch Logs log
stream to write the file access information, such as user, S3 bucket, and file key, to an Amazon Kinesis Data Analytics for
SQL application. Perform a sliding window analysis.
C. Activate S3 server access logging. Use Amazon Athena to create an external table with the log files.
Use Athena to create a SQL query to analyze the access patterns.
D. Activate S3 server access logging. Import the access logs into an Amazon Aurora database. Use an Aurora SQL query to
analyze the access patterns.

Answer: C

Explanation:
Activating S3 server access logging and using Amazon Athena to create an external table with the log files is the easiest and most
cost-effective way to analyze access patterns. This option requires minimal setup and allows for quick analysis of theaccess patterns
with SQL queries. Additionally, Amazon Athena scales automatically to match the query load, so there is no need for additional
infrastructure provisioning or management.

NEW QUESTION # 226 
A company hosts a security auditing application in an AWS account. The auditing application uses an IAM role to access other
AWS accounts. All the accounts are in the same organization in AWS Organizations.
A recent security audit revealed that users in the audited AWS accounts could modify or delete the auditing application's IAM role.
The company needs to prevent any modification to the auditing application's IAM role by any entity other than a trusted
administrator IAM role.
Which solution will meet these requirements?



A. Create an IAM permissions boundary that includes a Deny statement for changes to the auditing application's IAM role.
Include a condition that allows the trusted administrator IAM role to make changes. Attach the permissions boundary to the
auditing application's IAM role in the AWS accounts.
B. Create an SCP that includes an Allow statement for changes to the auditing application's IAM role by the trusted
administrator IAM role. Include a Deny statement for changes by all other IAM principals. Attach the SCP to the IAM
service in each AWS account where the auditing application has an IAM role.
C. Create an IAM permissions boundary that includes a Deny statement for changes to the auditing application's IAM role.
Include a condition that allows the trusted administrator IAM role to make changes. Attach the permissions boundary to the
audited AWS accounts.
D. Create an SCP that includes a Deny statement for changes to the auditing application's IAM role. Include a condition that
allows the trusted administrator IAM role to make changes. Attach the SCP to the root of the organization.

Answer: D

Explanation:
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html?icmpid=docs_orgs_console SCPs
(Service Control Policies) are the best way to restrict permissions at the organizational level, which in this case would be used to
restrict modifications to the IAM role used by the auditing application, while still allowing trusted administrators to make changes to
it. Options C and D are not as effective because IAM permission boundaries are applied to IAM entities (users, groups, and roles),
not the account itself, and must be applied to all IAM entities in the account.

NEW QUESTION # 227
......
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