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What is it called when a user makes a change to the master code in a Git reposifory?

A) Pull

B} Clone

C) Branch

D) Commit CORRECT ANSWER: Commit

A GIAC administrator has configured their company’s web server to send an X-Frame-
Options hesder in every request toan HTTP page. The admin has configured the option
to use the values DENY SAMEORGIN, or ALLOW-FROM

What attack is the administrator addressing with the techniques described above?

A) SOL injection

B} Cross-Site request forgery

C) Cross-Site scripling

1) Directory traversal

E) Clickjocking CORRECT ANSWER: Clickjacking

How do prepared statements help prevent SOL injection atticks?

A} Crery parameters are sent in the body of a POST request

B) Queries are appended with an authorization token

C) Quiery language is kept separate from user supplied data

D) Quieries submitted by users are HTML entity encoded CORRECT ANSWER: C)
Query langunage is kept separate from oser supplied data

IF the vser agent s used, where would it be found in the HTTP protocol?

A} In the response body

Bjln the response header

) Delimited by an hi tag,

D) In a GET Resquest CORRECT ANSWER: In a GET Request

A web application is configured to vadidate a unique token value for each submitted user
request. What threat is being mitigated?

AlLocal file inclusion
B} Cross Site request forgery
C)Drive-By downloads
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GIAC Foundational Cybersecurity Technologies Sample Questions (Q60-
Q65):

NEW QUESTION # 60
What is a common advantage of using cloud computing?
Response:

A. Limited access to data

B. Increased operational cost

C. Enhanced flexibility and scalability
D. Reduced scalability

Answer: C

NEW QUESTION # 61
Which type of error occurs when a program tries to access memory that has not been allocated?
Response:

A. Compilation error
B. Logical error

C. Syntax error

D. Runtime error

Answer: D

NEW QUESTION # 62
In Java, what is the purpose of the try-catch block?
Response:

A. To handle exceptions that occur during the execution of a program
B. To loop through an array

C. To test a condition

D. To define a new method

Answer: A

NEW QUESTION # 63
Which type of memory is non-volatile and typically used to store the BIOS firmware?
Response:

A. ROM (Read-Only Memory)
B. RAM

C. SSD (Solid State Drive)

D. Cache

Answer: A

NEW QUESTION # 64

Which of the following are stages of a cyber attack?
(Choose 3)

Response:

e A Reconnaissance



B. Documentation
C. Exploitation
D. Installation

E. Interruption

Answer: A,C,D

NEW QUESTION # 65
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