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Microsoft Identity and Access Administrator Sample Questions (Q168-Q173):

NEW QUESTION # 168

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity.
While working from the remote locations, the users connect their laptop to a wired network that has internet access.
You plan to implement multi-factor authentication (MFA).

‘Which MFA authentication method can the users use from the remote location?

A. SMS

B. a notification through the Microsoft Authenticator app
C. Windows Hello for Business

D. an app password

Answer: C

Explanation:

Explanation

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile devices.
This authentication consists of a new type of user credential that is tied to a device and uses a biometric or PIN.

After an itial two-step verification of the user during enroliment, Windows Hello is set up on the user's device and Windows asks
the user to set a gesture, which can be a biometric, such as a fingerprint, or a PIN.

The user provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users.

Reference:

https’/docs.microsoft.comven-us/azure/active-directory/authentication/concept-authentication-methods
httpsz/docs.microsoft.com/en-us/windows/security/identity-protection/hello- for-business/hello-overview

NEW QUESTION # 169

Task 3

Youneed to add the LinkedIn application as a resource to the Sales and Marketing access package. The solution must NOT
remove any other resources from the access package.

Answer:

Explanation:

See the Explanation for the complete step by step solution

Explanation:

To add the LinkedIn application as a resource to the Sales and Marketing access package without removing any other resources,
you can follow these steps:

Sign in to the Microsoft Entra admin center:

Ensure you have the role of Global Administrator or Identity Governance Administrator.

Navigate to Entitlement Management:

Go to Identity governance > Entitlement management > Access packagesl.

Select the Sales and Marketing access package:

Find and select the Sales and Marketing access package to modify it.

Add a new resource:

Within the access package details, select Resources.

Click on+ Add resource.

Search for and select the LinkedIn application from the list of available resources.

Configure the resource role:

Assign the appropriate role for the LinkedIn application that users in the Sales and Marketing access package will have.
Review and update the access package:

Ensure that the LinkedIn application has been added as a resource.

Confirm that no other resources have been removed from the access package.

Save the changes:

After reviewing, save the changes to the access package.

Communicate the update:

Notify the relevant users about the addition of the LinkedIn application to their access package.

By following these steps, you will successfully add the LinkedIn application to the Sales and Marketing access package without



affecting the other resources.

NEW QUESTION # 170
You have a Microsoft 365 ES subscription that contains three users named User1, User2, and User3.
You need to configure the users as shown in the following table.

role

~ TVlicConfigiiration

e User administrator role

Device Administrators role

Identity Governance Administrator

Records Managementrole
Quarantine Administrator role group

Endpoint Security Manager role
Intune Role Administrator role

‘Which portal should you use to configure each user? To answer, drag the appropriate portals to the correct users. Each portal may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE:Each correct selection is worth one point.

Portals Answer Area
Azure Active Directory admin center
Exchange admin center User1:
Microsoft 365 compliance center User2: [
Microsoft Endpoint Manager admin center| User3:
. ) NG
SharePoint admin center | M IC TOSOft
Answer:
Explanation:
Portals Aosiver Area)
_ Azure Active Directory admin center
Exchange admin center User1: Azure Active Directory admin center
Microsoft 365 compliance center User2: Exchange admin center
Microsoft Endpoint Manageradmin center| User3: | Microsoft Endpoint Manager admin center

SharePoint admin center

Explanation:




Azure Active Directory admin center

Exchange admin center

MicrosoftiEndpoint Manager admin center

)T

NEW QUESTION # 171

You have an Azure subscription that contains a virtual machine named VM1 and an Azure key vault named Vaultl. VM1 has a
systemrassigned managed identity. You need to ensure that VM1 can retrieve the values of secrets stored in Vault 1. The solution
must minimize administrative effort. What should you do first?

A. Assign an Azure role to VM.

B. Configure the Resource access settings for Vault1.
C. Add a user-assigned managed identity to VMI.
D. Configure the permissions model for Vault1

Answer: A

NEW QUESTION # 172

Your company purchases 2 new Microsoft 365 ES subscription and an app named App.

You need to create a Microsoft Defender for Cloud Apps access policy for Appl.

‘What should you do you first? (Choose Correct Answer based on Microsoft Identity and Access Administrator at microsoft.com)

A. Add an API permission for App.

B. Configure a Conditional Access policy to use Conditional Access App Control.
C. Configure a Conditional Access policy to use app-enforced restrictions.

D. Configure a Token configuration for Appl1.

Answer: C

Explanation:

Explanation

https//learn.microsoft.conven-us/defender-cloud-apps/access-policy-aad To create a Microsoft Defender for Cloud Apps access
policy for App1, you should configure a Conditional Access policy to use app-enforced restrictions. This will allow you to control
access to your cloud apps based on conditions such as user, device, location, and app state. You can also use app-enforced
restrictions to control access to your cloud apps based on the state of the app, such as whether it's running on a managed or
unmanaged device.

NEW QUESTION # 173
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