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Nutanix Certified Professional - Multicloud Infrastructure (NCP-MCI v6.10)
Sample Questions (Q77-Q82):

NEW QUESTION # 77

An administrator has deployed two Nutanix clusters and is now establishing synchronous replication between them However, the
replication is failing immediately.

Which two responses show the reason and corrective action an admmnistrator can take to resolve the issue?

(Choose two.)

A. Ifthe primary and the recovery clusters are in different subnets, open the ports manually for communication.
B. Use the command modify_firewall to open the ports on ethl interface.
C. Ifthe primary and the recovery clusters are on the same subnet, open the ports manually for communication.
D. Use the command modify_firewall to open the ports on eth0 interface

Answer: A.B

Explanation:

When synchronous replication fails immediately between two clusters, it is often due to blocked commumication across the required
ports (2009 and 2020). These must be open manually if the clusters are in different subnets or if network policies block traffic.
From theNutanix Enterprise Cloud Administration (ECA)course materials:

"Replication commumnication relies on specific ports, which must be allowed through the firewall. If the clusters are in different subnets
or if there are external firewalls, these ports must be explicitly opened."

"The modify_firewall command is used to open or close ports on cluster nodes. For replication and remote site communication, ethl
is typically used for external replication traffic." Since ethl is typically used for external connectivity and replication traffic, opening
ports on this interface using modify _firewall resolves the communication block.

NEW QUESTION # 78
Whichtwo URLs must be accessiblefrom aConnected Site's Controller VMsto allowLife Cycle Manager (LCM) to download
software updates?

A. download.nutanix.com
B. release-api.nutanix.com
C. portal.nutanix.com

D. mynutanix.com

Answer: A,.B

Explanation:

LCM (Life Cycle Manager) fetches software updates from Nutanix's repositories, requiring access to specific URLs.
* Option A (download.nutanix.com) is correct:

* This domainhosts all software update filesfor AOS, AHV, and other Nutanix components.
* Option C (release-api.nutanix.com) is correct:

* This domain is used forLCM to fetch update metadataand check for new versions.

* Option B (mynutanix.com) is incorrect:

* This domain is used foraccount management, not LCM updates.

* Option D (portal.nutanix.com) is incorrect:

* TheNutanix support portal is not used for automated LCM updates.

References:

* Nutanix LCM Guide#Firewall Rules for LCM Connectivity

* Nutanix KB#Troubleshooting LCM Update Failures

NEW QUESTION # 79
A user created areportin thelntelligent Operations Analysis Dashboardbut forgot to download it. However, after logging back into
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Prism Central, the administrator finds that thereport is no longer available.
What is the most likely cause?

A. Thereport is stored in the cluster's Prism Elerment.
B. Reports areautomatically deleted after 24 hours.
C. A user withCluster Viewer role deleted the report.
D. Theuser-generated report was archived.

Answer: B

Explanation:

In Nutanix Prism Central, user-generated reports in Intelligent Operations are stored for a limited time and then deleted
automatically.

* Option C (Reports are automatically deleted after 24 hours) is correct:

* Reportsdo not persist indefinitelyunless they arescheduled reports.

* One-time reports expire after 24 hours.

* Option A (Cluster Viewer deleted the report) is incorrect:

* Cluster Viewerdoes not have permissions to delete reports.

* Option B (Report was archived) is incorrect:

* Nutanixdoes not automatically archive reports.

* Option D (Report stored in Prism Element) is incorrect:

* Reportsare generated and stored only in Prism Central, not Prism Element.
References:

* Nutanix Prism Central Guide #Intelligent Operations & Report Retention Policies
* Nutanix KB #Why Reports in Prism Central Are Not Persisting

NEW QUESTION # 80
An admmnistrator needs to ensure that aVM is powered on before the rest of the VMswhen starting a host.
‘Which configuration option allows this behavior?

A. High Availability
B. Host Affinity

C. Agent VM

D. Recovery Plan

Answer: A

Explanation:

High Availability (HA) in Nutanixprovidespriority-based VM restart capabilitiesto ensure that certain VMs are powered onbefore
othersin the event of ahost reboot or failure.

* Option C (High Availability) is correct:

* NutanixHA policiesallow administrators toprioritize VM startup orderto ensure that critical services (such as database VMs or
management VM) are available before others.

* Option A (Recovery Plan) is incorrect:

* Recovery Plans are used inDisaster Recovery (DR) scenariosand do not control boot order during normal host restarts.

* Option B (Host Affinity) is incorrect:

* Host Affinity is used tokeep a VM pinned to a specific host, but it does not control boot sequencing,

* Option D (Agent VM) is incorrect:

* Agent VM (such asWitness VM) are specialized virtual machines used forMetro Availability, not general boot priority settings.
References:

* Nutanix Prism Element Guide #Configuring HA Reservation and VM Priority

* Nutanix Bible #High Availability (HA) and VM Failover

* Nutanix KB #VM Restart Priority in High Availability Configurations

NEW QUESTION # 81

An administrator attempted toenable Data-in-Transit Encryptionon aScale-Out Prism Central clusterto encrypt service-level traffic
between nodes. However, the featuredid not work correctly due to a firewall restriction.

‘Which CVM-specific port should be allowed through the firewall for Data-in-Transit Encryption?



A0
B. 1
C.2
D.3

Answer: C

Explanation:

Data-in-Transit Encryption in Nutanix requires inter-node communication over specific CVM ports.
* Option A (Port 2009) is correct:

* Port2009 is used for Data-in-Transit Encryption between Nutanix CVMs.

* Firewall rules must allow traffic on this portto enable secure encrypted commumnication.
* Option B (Port 2010) is incorrect:

* Port2010 is used for CVM-to-CVM commumication but does not handle encryption.
* Option C (Port 2020) is incorrect:

* This port is used forAcropolis File Services (AFS), not encryption.

* Option D (Port 9440) is incorrect:

* Port9440 is used for Prism Central web access, not internal CVM encryption.
References:

* Nutanix Security Guide#Data-at-Rest vs. Data-in-Transit Encryption

* Nutanix KB#Firewall Port Requirements for Secure Cluster Communication

NEW QUESTION # 82
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