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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
Topic 1 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

e VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
mplement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted commumication between distributed
network locations.

Topic 2

¢ Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 3

¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
nspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systerrs (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 4

¢ Routing: This section of the exam measures the skills of firewall administrators and covers the configuration

of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
Topic 5 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q26-Q31):

NEW QUESTION # 26
A FortiGate firewall policy is configured with active authentication, however, the user cannot authenticate when accessing a website.
‘Which protocol must FortiGate allow even though the user cannot authenticate?

A. TACASC+
B. DNS

C. Kerberos
D. LDAP

Answer: B
Explanation:

DN traffic must be allowed so the user can resolve domain names and reach the authentication server or web resources, even if
authentication itially fails.

NEW QUESTION # 27
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Refer to the exhibit.

Profile Name =

Monitoring_Access

NOC _Access

Pob A
super dmin
The NOC team connects to the FortiGate GUI with the NOC _Access admin profile. They request that their GUI sessions do not

disconnect too early during inactivity.
‘What must the administrator configure to answer this specific request from the NOC team?

A. Move NOC_ Access to the top of the list to ensure all profile settings take effect.

B. Increase the offline value of the Override Idle Timeout parameter in the NOC _Access admin profile.
C. Ensure that all NOC _Access users are assigned the super admmn role to guarantee access

D. Increase the admntimeout value under config system accprofile NOC _Access.

Answer: D

Explanation:
The admintimeout setting in the admin access profile controls the nactivity timeout for GUI sessions.
Increasing this value will extend the session duration before automatic disconnection.

NEW QUESTION # 28
Refer to the exhibit.

HQ-NGFW-1 # diagnose test application ipsmonitor 1

pid = 2044, engine “count = 0 (+1)
0 ~-pid+2074:2074 cfg:1 master:0 run:l

As an administrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown
n the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

A. Admnistrator entered the command diagnose test application ipsmonitor 5.
B. Administrator entered the command diagnose test application ipsmonitor 99.
C. FortiGate entered into IPS fail open state.

D. There is a no firewall policy configured with an IPS security profile.

Answer: D

Explanation:
The output shows the IPS engne count as 0, indicating no active IPS engines are running. This typically means no firewall policy is
referencing the IPS security profile, so the IPS profile is not being applied or triggered.

NEW QUESTION # 29
Refer to the exhibits.



HA configuration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id 5
set group-name "Training”
set mode a-p
set password ENC adfbyqY4iPexFmAnZgzDY
set hbdev "port?" @
set session-pickup enable
set override disable
set priority 200
set monitor “"portl”
set memory-based-failover enable
set memory-failover-threshold 7@
set memory-failover-monitor-period 5@
set memory-failover-sample-rate 10
set memory-failover-flip-timeout 60
end

HQ-NGFW-1 System Performance output

HQ-NGFW-1 § get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0%
CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% 4
CPUl states: 0% user 0% system 0% nice 100% idle 0% iowai
Memory: 2042076k total, 1837868k used (90%),
Average network usage: 19/2 kbps in 1 minute,
Maximal network usage: 36/18 kbps in 1 mi
Average sessions: 21 sessions in 1 minute,
Maximal sessions: 22 sessions in 1
Average session setup rate: 0
Maximal session setup rate: 0
Average NPU sessions: 0 sessi
Maximal NPU sessions: 0
Virus caught: 0 tot i
IPS attacks blg
Uptime: 10 da

e

rq

5 irg

Y0062k freeable (4.9%)

tes, 19/3 kbps in 30 minutes

sWAn 10 utes, 58/87 kbps in 30 minutes

in 10 minutes, 21 sessions in 30 minutes

s in 10 minutes, 28 sessions in 30 minutes

last 1| minute, 0 sessions per second in last 10 minutes
last | minute, 1 sessions per second in last 10 minutes

0 sessions in las't 10 minutes, 0 sessions in last 30 minutes
1 minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes

., 50 minutes

HQ-NGFW-2 System Performance output

HQ-NGFW-2 # get system performance status

CPU states: 0% user O% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

CPUO states: 0% user 0% system O% nice 100% idle 0% iowait 0% irqg 0% softirq

CPULl states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirqg

Memory: 2042076k total, 993836k used (48.7%), €90352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in ! minute, 9 sessions in 10 miputes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last | minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last | minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 10 hours, 50 minutes amn

An administrator has observed the performance status outputs on an HA cluster for 55 seconds.

‘Which FortiGate is the primary?
e A. HQ-NGFW-2 with the parameter memory-failover-threshold setting
e B. HQ-NGFW-2 with the parameter priority setting
e C. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting
e D. HQ-NGFW-1 with the parameter override setting

Answer: D

Explanation:

The HA configuration shows that override is disabled (set override disable), but despite this, HQ-NGFW-1 has the higher priority
(200) and is acting as the primary, as indicated by its higher resource usage and uptime.

Override allows the device with higher priority to take over as primary, so HQ-NGFW-1 is the primary device.

NEW QUESTION # 30



Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUL
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Based on the exhibit, which statement is true?

A. The virtual-wan-link and overlay zones can be deleted.
B. The Underlay zone is the zone by default.

C. The Underlay zone contains no member.

D. port2 and port3 are not assigned to a zone.

Answer: B

Explanation:
The Underlay zone is the default SD-WAN zone, typically representing the physical interfaces in the SD- WAN configuration before
overlay or virtual links are added.

NEW QUESTION # 31
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