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Microsoft Security Operations Analyst Sample Questions (Q58-Q63):
NEW QUESTION # 58 
You have a Microsoft 365 subscription that uses Microsoft 365 Defender.
You need to identify all the entities affected by an incident.
Which tab should you use in the Microsoft 365 Defender portal?

A. Alerts
B. Investigations
C. Devices
D. Evidence and Response

Answer: D

Explanation:
The Evidence and Response tab shows all the supported events and suspicious entities in the alerts in the incident.
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NEW QUESTION # 59 
You have an Azure subscription.
You plan to implement an Microsoft Sentinel workspace. You anticipate that you will ingest 20 GB of security log data per day.
You need to configure storage for the workspace. The solution must meet the following requirements:
* Minimize costs for daily ingested data.
* Maximize the data retention period without incurring extra costs.
What should you do for each requirement? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

NEW QUESTION # 60 
You need to configure event monitoring for Server1. The solution must meet the Microsoft Sentinel requirements. What should you
create first?

A. a Data Collection Rule (DCR)
B. a Microsoft Sentinel scheduled query rule
C. an Azure Event Grid topic
D. a Microsoft Sentinel automation rule

Answer: A



NEW QUESTION # 61 
You have an Microsoft Sentinel workspace named SW1.
You plan to create a custom workbook that will include a time chart.
You need to create a query that will identify the number of security alerts per day for each provider.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

NEW QUESTION # 62 
You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.
You discover a malicious process that was initiated by a file named File1exe on a device named Device1.
You need to create a KQL query that will identify when File1.exe was created. The solution must meet the following requirements:
* Return the FileName, InitiatingProcessFileName, and InitiatingProcessCommandLine columns.
* Minimize the volume of data returned.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:

NEW QUESTION # 63
......
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