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A security architect is designing a strategy to help continue operating in
the face of a cyber-attack. Which of the following will help to
accomplish this objective? Select 3 answers.

A - Heterogeneity
B - Clustering
C - COA development

D - Migrating to the cloud - o'+ Correct Answer>A, B & C;
Heterogeneity, Clustering, COA Development

Heterogeneity (or diversity) refers to components that are not the
same as or similar to each other. This diversity adds a layer of
complexity that can slew an adversary from infiltrating an enterprise
before detection.

Clustering allows multiple redundant processing nodes that share
data with one another to accept connections, providing redundancy.
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Questions (Q56-Q61):

NEW QUESTION # 56

An IT organization recently implemented a hybrid cloud deployment. The security team must be able to correlate event data
combined from different sources in a central location.

What is the best solution?

A. Intrusion detection system (IDS)

B. File integrity monitoring (FIM)

C. Data loss prevention (DLP)

D. Security information and event management (SIEM)

Answer: D

Explanation:

The correct answer is D - Security information and event management (SIEM).

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), a SIEM collects and correlates event data from
multiple sources (such as cloud and on-premises environments) in real-time. It provides centralized visibility, analysis, and alerting,
which is critical in hybrid cloud deployments.

File integrity monitoring (A) watches for unauthorized file changes, not event correlation. DLP (B) protects sensitive data but does
not correlate events. IDS (C) detects network intrusions but does not combine event data centrally.

Reference Extract fiom Study Guide:

"Security information and event management (SIEM) systems collect, normalize, correlate, andanalyze security event data from
multiple sources, providing centralized monitoring and alerting,"

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Security Monitoring and Event Management

NEW QUESTION # 57
A company is planning to implement a new cloud-based system to store sensitive customer information.
‘What should be identified in the first step of the risk management process for this project?

A. Business assets that will be stored in the new system
B. Potential vulnerabilities of the new system

C. Potential business impacts of a security breach

D. Possible threats to the new system

Answer: A

Explanation:

The correct answer is D - Business assets that will be stored in the new system.

As described in WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the first step in risk management is identifying
and classifying assets that need protection. Without understanding the business assets, you cannot properly assess threats,
vulnerabilities, or impacts.

Threats (A), impacts (B), and vulnerabilities (C) are assessed after assets are identified.

Reference Extract from Study Guide:

"Identifying and classifying business assets is the first step in the risk management process, as assets drive the prioritization of threats
and mitigations."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Identification and Asset Classification
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NEW QUESTION # 58
How does application software differ from operating systems?
Choose 2 answers

A. Application software includes system utilities that run on demand of the user.

B. Application software includes word processors and spreadsheet software that are useful to end users.

C. Application software supports the computer hardware system directly.

D. Application software consists of programs that end users run to accomplish business or personal tasks, such as e-mail.

Answer: B,.D

Explanation:

* Application Software:

* Application software refers to programs that help end users perform specific tasks. Examples include email clients, word
processors, and spreadsheet programs.

* These are designed to be used by people to perform tasks such as writing documents, managing data, or communicating.
* Operating Systens:

* Operating systems (OS) manage the hardware and software resources of a computer system They provide a platform for
application software to run.

* Examples include Microsoft Windows, macOS, and Linux. The OS handles systenlevel tasks like memory management, process
scheduling, and hardware interaction.

* Key Differences:

* Application software (B, C) is user-oriented, aimed at helping users complete tasks.

* Operating systens (A, D) manage the computer's hardware and system resources.

References:

* Application software: Application Software

* Operating system functions: Operating System Functions

NEW QUESTION # 59
Match the legislative purpose with the corresponding legislation.
Answer options may be used more than once or not at all.

akes it illegal to violate copyrights by disseminating digitized material —

FERPA
HIPPA
SEAL

Prohibits agencies from distributing an individual's health information without the individual's consent |
DMCA
FERPA
HIPPA
SEAL

Gives students the right to access their own educational rétords and prevents schools from distributing student records without permission. (R
DMCA
FERPA
HIPPA
SEAL

Answer:

Explanation:



Makes it illegal to violate copyrights by disseminating digitized material Im

FERPA
HIPPA
SEAL

Prohibits agencies from distributing an individual's health information without thé individial's consent |
DMCA

tMag

Gives students the right to access their own educational fecords and prevents schools from distributing student records without permission. R
—DMCA- -
| FERPA

RiPPA —
SEAL

* DMCA (Digital Millennium Copyright Act)

* Purpose: The DMCA makes it illegal to violate copyrights by disseminating digitized material.

* Explanation: The DMCA was enacted in 1998 to address the issues of digital rights management and copyright infringement in the
digital age. It provides legal protection to copyright holders against unauthorized copying, sharing, and distribution of their digital
works. The legislation

* criminalizes the production and dissemination of technology, devices, or services intended to circumvent measures that control
access to copyrighted works (commonly known as DRM-Digital Rights Management).

* References: DMCA Overview - U.S. Copyright Office

* HIPAA (Health Insurance Portability and Accountability Act)

* Purpose: Prohibits agencies from distributing an individual's health information without the individual's consent.

* Explanation: HIPAA, enacted in 1996, is designed to protect individuals' medical records and other personal health information.
The Privacy Rule under HIPAA sets standards for the protection of health information by health plans, healthcare clearinghouses,
and healthcare providers that conduct certain healthcare transactions electronically. It mandates the protection and confidential
handling of protected health information (PHI).

* References: HIPAA Privacy Rule - U.S. Department of Health & Human Services

* FERPA (Family Educational Rights and Privacy Act)

* Purpose: Gives students the right to access their own educational records and prevents schools from distributing student records
without permission.

* Explanation: FERPA is a federal law enacted in 1974 that protects the privacy of student education records. It grants parents
certain rights with respect to their children's education records, which transfer to the student when they reach 18 years of age or
attend a school beyond the high school level. FERPA requires that schools must have written permission from the student or parent
to release any information froma student's education record.

* References: FERPA Regulations - U.S. Department of Education

NEW QUESTION # 60
The development team has requested permission to use several open-source libraries to build a corporate web application.
Which resource can the security team recommend to ensure these libraries can be trusted?

A. Agile software development

B. Waterfall software development

C. Continuous delivery

D. Common Vulnerabilities and Exposures (CVE)

Answer: D

Explanation:

The correct answer is C - Common Vulnerabilities and Exposures (CVE).

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) highlights that the CVE database provides information about
publicly disclosed cybersecurity vulnerabilities in software, including open-source libraries.

By consulting the CVE Iist, the security team can assess whether the open-source libraries have known vulnerabilities before
approving their use.

Agile (A) and Waterfall (B) are software development methodologies, not vulnerability databases. Continuous delivery (D) refers to
automated software deployment and not vulnerability assessment.

Reference Extract fiom Study Guide:

"The Common Vulnerabilities and Exposures (CVE) database provides standardized information on publicly known cybersecurity
wvulnerabilities, enabling risk assessment of software components."



- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Vulnerability Management Concepts

NEW QUESTION # 61
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