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Exhibit 8

branchl tgt (1) # show
config service
editc 1
set nama "Corp”
t route-tag 10
t src “LAN-net"
t priority-zons "overlay"

config router bgp

config neighbor
edit "10.202.1.254"
gsoft-reconfiguraction enable
interface "T INET 1 Q"
remote-as 65000
"del-lan—rm"

update-source ‘"T INET 1 0"
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next
adit "10.203.1.254"
sat soft-reconi

on

)

figuration enabls
set interface "T MPLS 0"

g8t remote-as 65000
set route-map-in "dcl-lan—mm”
set update-source "T MPLS 0%

next
end

config router route-map
edic "dcl-lan-rm"
config rule
adit 1
set match-community "del-lan-cl"
sat sat-route-tag 1
naxc
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Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q37-Q42):

NEW QUESTION # 37
Refer to the exhibit.
branchl fgt # diagnose sys sdwan service 3

Service(3): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(5), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(priority), link-cost-
factor(latency), link-cost-threshold(10), heath-check(VPN_PING)
Members (3) :
1: Seq num(3 T_INET 0 0), alive, latency: 101.349, s&lected
2: Seq num(4 T_INET 1 0), alive, latency: 151.278¢ Selected
3: Seq_num(5 T_MPLS 0), alive, latency: 200.984,\s&@lected
Src address(1l):
10.0:1:0-10.0.1.255

Dst address(l):
10.0.0.0-10.255.255.255

branchl_fgt (3) # show
config service
edit 3

set name/ Corp"
set mode ‘priority
set dst "Corp-net"”
set src "LAN-net"
set health-check "VPN_PING"
set priority-members 3 4 5

aca ===RTINET.

The exhibit shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured latency will make T MPLS 0 the new preferred member?

A. When T _N1PLS 0 has a latency of 80 ns.

B. When T MPLS 0 has a latency of 100 mrs.

C.WhenT INET 0 Oand T MPLS_0 have the same latency.
D. When T INET 0 0 has a latency of 250 ms.

Answer: A

Explanation:
Iink-cost-threshhold(10) which means you need a 10% improvement over the highest selected member (T _INET 0 0). 101.349 /
1.10 (110%) = 92.135. That means that T MPLS 0 would have to be lower than that value to be selected.

NEW QUESTION # 38
Refer to the exhibits.
Exhibit A -



L Original traffic

s Reply traffic

=]
branchl _
port5S
branchl_client ‘\h
10.9.1.101
Exhibit B -

del_fgt # show syatem global
config system global
set admin-https-redirect disable
set admintimeout 480
=at alias "FortiGate-VME4"
set hostname "dcl_fgt"
set timezone 04
end

dcl_fgt # show systepWsettings
config system setelings
E:E m‘r Eépibn—withcuc—syn enable
set allow=subnet-overlap enable
set guikddlow-unnamed-policy enable
set gui-multiple-interface-policy enable
aend

Exhibit A shows a site-to-site topology between two FortiGate devices: branchl_fgt and del_fgt. Exhibit B shows the system global
and system settings configuration on dc1_fgt.

When branchl_client establishes a connection to de1_host, the administrator observes that, on dc1_fgt, the reply traffic is routed
over T INET 0 0, eventhough T INET 1 0 is the preferred member in the matching SD-WAN rule.

Based on the nformation shown in the exhibits, what configuration change must be made ondcl_fgt so del _fgt routes the reply
traffic over T INET 1 _0?

A. Enable auxiliary-session under config system settings.

B. Disable tp-session-without-syn under config system settings.
C. Enable snat-route-change under config system global.

D. Disable allow-subnet-overlap under config system settings.

Answer: A

NEW QUESTION # 39
Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.



set
set
set
set
set
set

set
set
set
set
set
set

next
end

config vpn ipsec phasel-interface
edit "T_

6D5rVsaK1lMeAyVYt1z95BS24PsewP61lwY023hnFVviwbédeItSc51tCa+iNYhujT8gycfD4+WuszpmuIv8rRzrVh
7DFkHaW2auvAAprQOdHUfacCZjOhME TmPw+8he2XxB7EdbSku/nZEHbOCKLKKYJC/pSI9IMweV21 ZUQF ) VIPXNXHXPH
LReOFShoHO1SPFRKzSIYCVA==

INET_O_O"
interface "portl"”
ike-version 2
keylife 28800
peertype any
net-device disable

proposal aesl28-sha256 aes256-sha256 aolechm—prtshF:ﬂ%T'ﬁnET
chacha20polyl305-prfsha256 -mw g

comments " (created by FMG VPN Mafager)”
idle-timeout enable
idle-timeoutinterval S
auto-discovery-receiveér enable
remote-gw 100.64.4.2

psksecret ENC

‘What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD-WAN?

Answer: C

A. You must set ke-version to 1.

B. You nmust disable idle-timeout.

C. You nust enable net-device.

D. You must enable auto-discovery-sender.

NEW QUESTION # 40
Refer to the exhibits.

Exhibit A -
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Exhibit A shows the traffic shaping policy and exhibit B shows the firewall policy.
The admnistrator wants FortiGate to limit the bandwidth used by YouTube. When testing, the administrator




determines that FortiGate does not apply traffic shaping on YouTube traffic.
Based on the policies shown in the exhibits, what configuration change must be made so FortiGate performs
traffic shaping on YouTube traffic?

A. Application control must be enabled on the firewall policy.

B. Destination internet service must be enabled on the traffic shaping policy.

C. Web filtering must be enabled on the firewall policy.

D. Individual SD-WAN members must be selected as the outgoing interface on the traffic shaping policy.

Answer: A

NEW QUESTION # 41
Refer to the exhibits.
Exhibit A

branchl fgt # diagnose sys sdwan service 1

Service(l): Address Mode(IPV4) flags=0x200 use-shortcut-sla
Gen(8), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(manual)
Service disabled caused by no destination.

Members (2) :
1: Seq num(4 T_INET 1 0), alive, selected
2: Seq num(S T_MPLS 0), alive, selected
Src address(l):

CATIHET

branch fqt get routeriinfo bgp c&mmunity 65000:10
VRF 0 BGP table wexsion 4s 3, local router ID is 10.0.1.1
Status codes: s stppressed, d damped, h history, * valid, > best, i - internal,

S Stale
Oorigin codes: i - IGP, e - EGP, 7 - incomplete
Network Next Hop Metric LocPrf Weight RouteTag Path
*>110.1.0.0/24 10.202.1.254 0 100 0 1i<=/1>
¥ X 10.203.1.254 0 100 0 1 1 <=/=>

Total number of prefixes 1



Exhibit B

branchl tgt (1) # show
config service
aditc 1
set name "Corp"
set route-tag 10
set src "LAN-net"™
set priority-zone "overlay"
next
end

config router bgp
config neighbor
edit "10.202.1.254"
set soft-reconfiguration enable
set interface "T_INET 1 OF
set remote-as 65000
set route-map-in, "“dcl-lan-rm"

set update-source "T*IL.'ETF!:_OE :E H T I n E Tr
next

edit "10.203.1.254"
set soft-reconfiguration enable
set intepface "T_MPLS_O"
s@t remote-as 65000
sef youte-map-in "dcl-lan-rm"
st update-source "T MPLS 0"
next
end
config router route-map
edit "dcl-lan-rm"
config rule
edic 1
set match-community "dcl-lan-cl”
set set-route-tag 1
next
end
next
end

Exhibit A shows the SD-WAN rule status and the learned BGP routes with community 65000:10.

Exhibit B shows the SD-WAN rule configuration, the BGP neighbor configuration, and the route map configuration.
The administrator wants to steer corporate traffic using routes tags in the SD-WAN rule ID 1.

However, the administrator observes that the corporate traffic does not match the SD-WAN rule ID 1.

Based on the exhibits, which configuration change is required to fix issue?

A. In the dcl-lab-rm route map configuration, unset match-community.

B. In SD-WAN rule ID 1, change the destination to use ISDB entries.

C. In the dcl-lab-rmroute map configuration, set set-route-tag to 10.

D. In the BGP neighbor configuration, apply the route map dcl-lab-rm in the outbound direction.

Answer: D

NEW QUESTION # 42
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