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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q13-Q18):

NEW QUESTION # 13
Refer to The exhibit showing a FortiEDR configuration.
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Based on the exhibit, which staterment is correct?

A. Ifa malicious file is executed and attempts to establish a connection it will generate duplicate events.

B. The presence of a cryptolocker malware at rest on the filesystem will be detected by the Ransomware Prevention security
policy.

C. Ifan unresolved file rule is triggered, by default the file is logged but not blocked.

D. FortiEDR Collector will not collect OS Metadata.

Answer: C

NEW QUESTION # 14
Refer to the exhibit, which shows a Branchl configuration and routing table.
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¢ A. Configure the cost in each overlay member to 10.




¢ B. Create a new static route with the internet sdwan-zone only
¢ (. Change the load-balance-mode to source-ip-based.
¢ D. Configure the priority in each overlay member to 10.

Answer: D

Explanation:

The default load balancing mode for the SD-WAN implicit rule is source IP based. This means that traffic will be load balanced
evenly between the overlay members, regardless of the member's priority.

To prevent traffic from being load balanced, you can configure the priority of each overlay member to 10.

This will make the member ineligible for load balancing,

The other options are not correct. Changing the load balancing mode to source-IP based will still result in traffic being load
balanced. Creating a new static route with the internet sdwan-zone only will not affect the load balancing of the overlay interface.
Configuring the cost in each overlay member to 10 will also not affect the load balancing, as the cost is only used when the implicit
rule cannot find a match for the destination IP address.

Option

Change the load-balance-mode to source-ip-
based

Create a new static route with the internet
sdwan-zone only

Configure the cost in each overlay member to
10

Configure the priority in each overlay member
to10

Description

Will still result in traffic being load balanced.

Will not affect the load balancing of the overlay interface.

Will not affect the load balancing, as the cost is only used when the implicit rule cannot find a match
for the destination IP address.

Will prevent trafﬁﬁom beirﬁaibi IﬁE .r

https:/docs.fortinet.conm/document/fortigate/6.4.0/sd-wan-deployment- for-mssps/775385/defining-interface- members

NEW QUESTION # 15
Refer to the exhibits.



I i i1 TR
A customer has deployed a FortiGate with iBGP and eBGP routing led. HQ is receiving routes over eBGP from ISP 2;
however, only certain routes are showing up in the routing table- Assume that BGP is working perfectly and that the only possible
modifications to the routing table are solely due to the prefix list that is applied on HQ.
Given the exhibits, which two routes will be active in the routing table on the HQ firewall? (Choose two.)

A. 172.16.201.96/29

B. 172,620,64,27

C. 172.16.204.128/25
D. 172.16.204.64/27

Answer: C,D

Explanation:

The prefix list in the exhibit is configured to match prefixes that are either in the 172.16.204.0/24 subnet or in the 172.62.0.0/16
subnet. The routes that match these prefixes will be active in the routing table on the HQ firewall.

The routes that match the following prefixes will not be active in the routing table:

172.16.201.96/29

172.62.0.64/27

These routes do not match the criteria set by the prefix list.

References:

Prefix lists | FortiGate / FortiOS 7.4.0 - Fortinet Document Library

Configuring BGP | FortiGate / FortiOS 7.4.0 - Fortinet Document Library

NEW QUESTION # 16

A customer is planning on moving their secondary data center to a cloud-based laaS. They want to place all the Oracle-based
systems Oracle Cloud, while the other systems will be on Microsoft Azure with ExpressRoute service to their main data center.
They have about 200 branches with two internet services as their only WAN connections. As a security consultant you are asked to



design an architecture using Fortinet products with security, redundancy and performance as a priority.
‘Which two design options are true based on these requirements? (Choose two.)

A. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure.

B. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in
Azure and a FortiGate device at the data center edge

C. Systems running on Azure will need to go through the main data center to access the services on Oracle Cloud.

D. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access
Oracle services without using public IPs.

Answer: A,B

Explanation:

To secure the traffic between Azure and the main data center, a FortiGate VM can be deployed in Azure and configured to use
IPSEC over ExpressRoute, as trafic is not encrypted by Azure by default. This also allows the use of Fortinet security features such
as antivirus, [PS, web filtering, and application control. To implement SD-WAN between Azure and the main data center, two
ExpressRoute services are required to provide redundant paths and load balancing. A FortiGate device at the data center edge can
be configured to use SD-WAN rules to select the best path based on performance, availability, and cost. Reference:
https:/docs.fortinet.conm/document/fortigate/6.4.0/cookbook/103440/ipsec-vpn-between- fortigate-and-azuwre
https:/docs.fortinet.com/document/fortigate/6.4.0/cookbook/10344 1/sd-wan-between- fortigate-and-azure

NEW QUESTION # 17

An admmnistrator has configured a FortiGate device to authenticate SSL VPN users using digital certificates. A FortiAuthenticator is
the certificate authority (CA) and the Online Certificate Status Protocol (OCSP) server.

Part of the FortiGate configuration is shown below:

Based on this configuration, which two statements are true? (Choose two.)

A. Ifthe OCSP server is unreachable, authentication will succeed if the certificate matches the CA.
B. OCSP checks will always go to the configured FortiAuthenticator

C. The OCSP check ofthe certificate can be combined with a certificate revocation list.

D. OCSP certificate responses are never cached by the FortiGate.

Answer: A,C

Explanation:
B is correct because the OCSP check of the certificate can be combined with a certificate revocation list (CRL). This means that the



FortiGate will check the OCSP server to see if the certificate has been revoked, and it will also check the CRL to see if the
certificate has been revoked.

D is correct because if the OCSP server is unreachable, authentication will succeed if the certificate matches the CA. This is because
the FortiGate will fall back to using the CRL if the OCSP server is unreachable.

The other options are incorrect. Option A is incorrect because OCSP checks can go to other OCSP servers, not just the
FortiAuthenticator. Option C is incorrect because OCSP certificate responses can be cached by the FortiGate.

References:

Configuring SSL. VPN authentication using digital certificates | FortiGate / FortiOS 7.2.0 - Fortinet Document Library Online
Certificate Status Protocol (OCSP) | FortiGate / FortiOS 7.2.0 - Fortinet Document Library Certificate Revocation Lists (CRLs) |
FortiGate / FortiOS 7.2.0 - Fortinet Document Library

NEW QUESTION # 18

Will you feel nervous for your exam? If you do, you can choose us, and we will help you reduce your nerves. NSE8 812 exam
braindumps can stimulate the real exam environment, so that you can know the procedure for the real exam, and your confidence for
the exam will also be strengthened. In addition, in order to build up your confidence for NSE8 812 Exam Materials, we are pass
guarantee and money back guarantee, and if you fail to pass the exam, we will give you full refind. You can receive your
downloading link and password for NSE8 812 training materials within ten minutes after payment.
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