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You are the Operations Lead for an ongoing incident with one of your services. The service usually runs at around 70% capacity.
You notice that one node is returning 5xx errors for all requests. There has also been a noticeable increase in support cases from
customers. You need to remove the offending node from the load balancer pool so that you can isolate and investigate the node.
You want to follow Google-recommended practices to manage the incident and reduce the impact on users. What should you do?

e A. 1. Drain traffic from the unhealthy node and remove the node from service.2. Monitor traffic to ensure that the error is
resolved and that the other nodes in the pool are handling the traffic appropriately.3.

Scale the pool as necessary to handle the new load.4. Communicate your actions to the incident team.

¢ B. 1. Drain traffic from the unhealthy node and remove the old node from service.2. Add a new node to the pool, wait for the
new node to report as healthy, and then serve traffic to the new node.3. Monitor traffic to ensure that the pool is healthy and
is handling traffic appropriately.4. Communicate your actions to the incident team.

e C. 1. Communicate your intent to the incident team.2. Add a new node to the pool, and wait for the new node to report as
healthy.3. When traffic is being served on the new node, drain traffic from the unhealthy node, and remove the old node from
service.

¢ D. 1. Communicate your intent to the incident team.2. Performa load analysis to determine if the remaining nodes can handle
the increase in traffic offloaded from the removed node, and scale appropriately.3. When any new nodes report healthy, drain
traffic from the unhealthy node, and remove the unhealthy node from service.

Answer: D

Explanation:

The correct answer is A. Communicate your intent to the incident team. Perform a load analysis to determine if the remaining nodes
can handle the increase in traffic offloaded from the removed node, and scale appropriately. When any new nodes report healthy,
drain traffic from the unhealthy node, and remove the unhealthy node from service.

This answer follows the Google-recommended practices for incident management, as described in the Chapter

9 - Incident Response, Google SRE Book1. According to this source, some of the best practices are:

Maintain a clear line of command. Designate clearly defined roles. Keep a working record of debugging and mitigation as you go.
Declare incidents early and often.

Communicate your intent before taking any action that might affect the service or the incident response. This helps to avoid
confusion, duplication of work, or unintended consequences.

Perform a load analysis before removing a node from the load balancer pool, as this might affect the capacity and performance of the
service. Scale the pool as necessary to handle the expected load.

Drain traffic from the unhealthy node before removing it from service, as this helps to avoid dropping requests or causing errors for
users.

Answer A follows these best practices by communicating the intent to the incident team, performng a load analysis and scaling the
pool, and draining traffic from the unhealthy node before removing it.

Answer B does not follow the best practice of performing a load analysis before adding or removing nodes, as this might cause
overloading or underutilization of resources.

Answer C does not follow the best practice of communicating the intent before taking any action, as this might cause confusion or
conflict with other responders.

Answer D does not follow the best practice of draining traffic from the unhealthy node before removing tt, as this might cause errors
for users.

References:

1:Chapter 9 - Incident Response, Google SRE Book

NEW QUESTION # 124

You support a high-traffic web application and want to ensure that the home page loads in a timely manner. As a first step, you
decide to mplement a Service Level Indicator (SLI) to represent home page request latency with an acceptable page load time set
to 100 ms. What is the Google-recommended way of calculating this SLI?

e A. Bucketize the request latencies into ranges, and then compute the median and 90th percentiles.

e B. Count the number of home page requests that load in under 100 ms. and then divide by the total number of all web
application requests.

e C. Buckelize Ihe request latencies into ranges, and then compute the percentile at 100 ns.

e D. Count the number of home page requests that load in under 100 s, and then divide by the total number of home page
requests.

Answer: D



NEW QUESTION # 125

You need to create a Cloud Monitoring SLO for a service that will be published soon. You want to verify that requests to the
service will be addressed in fewer than 300 s at least 90% Of the time per calendar month.

You need to identify the metric and evaluation method to use. What should you do?

A. Select a latency metric for a request-based method of evaluation.

B. Select an availability metric for a request-based method of evaluation.
C. Select an availability metric for a window-based method Of evaluation.
D. Select a latency metric for a window-based method of evaluation.

Answer: A

Explanation:

The correct answer is A. Select a latency metric for a request-based method of evaluation.

A latency metric measures how responsive your service is to users.For example, you can use thecloud.
googleapis.comvhttp/server/response _latenciesmetric to measure the latency of HTTP requests to your servicel. A request-based
method of evaluation counts the number of successful requests that meet a certain criterion, such as being below a latency threshold,
and compares it to the number of all requests.For example, you can define an SLI as the ratio of requests with latency below 300 ms
to all requests2. A request-based method of evaluation is suitable for measuring performance over time, such as per calendar

month. You can set an SLO for the SLI to be at least 90%, which means that you expect 90% of the requests to have latency below
300 s in a month3.

NEW QUESTION # 126

Your organization recently adopted a container-based workflow for application development. Your team develops numerous
applications that are deployed continuously through an automated build pipeline to the production environment. A recent security
audit alerted your team that the code pushed to production could contain vulnerabilities and that the existing tooling around virtual
machine (VM) vulnerabilities no longer applies to the containerized environment. You need to ensure the security and patch level of
all code running through the pipeline. What should you do?

A. Configure the containers in the build pipeline to always update themselves before release.
B. Reconfigure the existing operating system vulnerability software to exist inside the container.
C. Set up Container Analysis to scan and report Common Vulnerabilities and Exposures.

D. Implement static code analysis tooling against the Docker files used to create the containers.

Answer: D

NEW QUESTION # 127
You have a pool of application servers running on Compute Engine. You need to provide a secure solution that requires the least

amount of configuration and allows developers to easily access application logs for troubleshooting, How would you implement the
solution on GCP?

e A * Deploy the Stackdriver logging agent to the application servers.
* Give the developers the IAM Logs Private Logs Viewer role to access Stackdriver and view logs.
¢ B. * Deploy the Stackdriver monitoring agent to the application servers.
* Give the developers the JAM Monitoring Viewer role to access Stackdriver and view metrics.
e C. * Install the gsutil command line tool on your application servers.
* Write a script using gsutil to upload your application log to a Cloud Storage bucket, and then schedule it to run via cron
every 5 minutes.
* Give the developers IAM Object Viewer access to view the logs in the specified bucket.
e D. * Deploy the Stackdriver logging agent to the application servers.
* Give the developers the IAM Logs Viewer role to access Stackdriver and view logs.

Answer: D

Explanation:
https7//cloud.google.convlogging/docs/audit#access-control

NEW QUESTION # 128
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