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option.

Nutanix Certified Associate v6.10 Sample Questions (Q14-Q19):
NEW QUESTION # 14 
When is deduplication recommended?

A. Server workloads
B. Full clone VMs
C. Linked Clone VMs
D. Cold data

Answer: B

Explanation:
Deduplication is most effective withfull clone VMsbecause it reduces redundant data blocks stored on the cluster. Full clone VMs
often contain identical OS and application files, making them ideal candidates for deduplication, which optimizes storage usage and
improves efficiency.
Other options:
* Server workloads: May benefit from deduplication but not as significantly as full clone VMs.
* Linked Clone VMs: Already share base disk images, so deduplication offers limited benefits.
* Cold data: Deduplication is less effective for data that isn't accessed frequently.
:
Nutanix Storage Optimization Best Practices Guide.
Nutanix Prism UI Documentation - Deduplication Settings.

NEW QUESTION # 15 
Which feature should be enabled to prevent password access to the CVM for both the nutanix and admin user accounts?

A. Data-at-Rest Encryption
B. Cluster lockdown
C. RBAC Policy on PC
D. STIG

Answer: B

Explanation:
To prevent password access to the CVM for both thenutanixandadminuser accounts,Cluster Lockdown should be enabled. Cluster
Lockdown restricts SSH access to the Controller VM (CVM), effectively disabling password-based logins for enhanced security.
Access is then managed through more secure means, such as console access or specific tools like Nutanix Support.
* A. Cluster Lockdown:Correct, as this prevents SSH-based access to the CVM.
* B. STIG:Incorrect, as STIG (Security Technical Implementation Guide) focuses on broader compliance measures.
* C. RBAC Policy on PC:Incorrect, as RBAC (Role-Based Access Control) controls Prism Central permissions, not CVM access.
* D. Data-at-Rest Encryption:Incorrect, as this secures stored data, not access credentials.
References:
Nutanix Security Configuration Guide.
Nutanix Support KB Article on Cluster Lockdown.

NEW QUESTION # 16 
What is the benefit of configuring user-defined Alert Policies in Prism Central?

A. It customizes alert thresholds.
B. It automates VM migrations.
C. It restricts network access for administrators.
D. It reduces the frequency of system updates.

Answer: A

Explanation:



The correct answer isA. It customizes alert thresholds.
User-defined Alert PoliciesinPrism Centralallow administrators to definecustom alert conditionsand thresholdstailored to specific
workload behaviors and operational requirements. This helps fine-tune monitoring by settingalert criteria for metrics such as CPU
usage, memory utilization, IOPS, latency, etc., beyond the default system-generated alerts.
Key Capabilities Include:
* Define conditions usingpredefined metrics.
* Set thresholds andseverity levels.
* Associate alerts withspecific entitieslike VMs, hosts, or clusters.
* Integrate withemail, SNMP, or third-party tools.
Prism Central UI Navigation Path:
Alerts & Monitoring > Alert Policies > Create Alert Policy
Official Reference:
* Nutanix Administration Guide - Alerts and Monitoring
* Excerpt: "User-defined alert policies in Prism Central allow administrators to define custom thresholds for system metrics, enabling
more granular and proactive monitoring."
* Nutanix Prism Central Guide - Alert Policies Section
Conclusion:Custom alert policies donotautomate VM migrations (C), limit access (B), or control update frequency (D). Only
optionAreflects the actual function.

NEW QUESTION # 17 
Which feature should be enabled to prevent password access to the CVM for both the nutanix and admin user accounts?

A. Data-at-Rest Encryption
B. Cluster lockdown
C. RBAC Policy on PC
D. STIG

Answer: B

NEW QUESTION # 18 
Which storage protocol is supported for a datastore when using ESXi as the hypervisor within a Nutanix cluster?

A. NFS
B. SMB
C. iSCSI
D. LVM

Answer: A

Explanation:
When using ESXi as the hypervisor in a Nutanix cluster, the supported storage protocol for a datastore isNFS (Network File
System). Nutanix exposes its distributed storage to ESXi hosts using NFS for VM storage.
This protocol is simple to configure and provides high performance and reliability through Nutanix's data services.
Other options:
* iSCSI: Not typically used for ESXi datastores but can be utilized for specific use cases like external storage connectivity.
* SMB: Not supported for ESXi datastores.
* LVM: Logical Volume Management is not used in this context.
:
Nutanix Best Practices for Running VMware vSphere on Nutanix.
VMware Compatibility with Nutanix Clusters Documentation.
Nutanix Storage Protocol Support Overview.
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