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minutes sent by our system. Then the client can log in and use our software to learn immediately. It saves the client’s time.

HPE6-A78 examis a vendor-specific certification that is recognized globally. It is an excellent opportunity for IT professionals to
enhance their skills and knowledge in network security and become an Aruba Certified Network Security Associate. Aruba
Certified Network Security Associate Exam certification is ideal for professionals who are looking to advance their careers in
network security and management. It is also a valuable certification for organizations that use Aruba Networks products and
services.

HP Aruba Certified Network Security Associate Exam Sample Questions
(Q68-Q73):

NEW QUESTION # 68
What is a consideration for implementing wireless containment in response to unauthorized devices discovered by ArubaOS
Wireless Intrusion Detection (WIP)?

¢ A Wireless containment only works against unauthorized wireless devices that connect to your corporate LAN, so it does
not offer protection against Interfering APs.

¢ B. Your company should consider legal implications before you enable automatic containment or implement manual
containment.

e C. Itis best practice to implement automatic containment of unauthorized devices to elimmate the need to locate and remove
them

¢ D. Because wireless containment has a lower risk of targeting legitimate neighbors than wired containment, it is recommended
n most use cases.

Answer: B

Explanation:

When implementing wireless containment as a response to unauthorized devices, a company should consider the legal implications.
Wireless containment might affect devices that are not part of the company's network and could be considered as a form of
mnterference. This could have legal consequences, and therefore, such actions should be carefilly reviewed and ideally should be
performed in a targeted and controlled manner, reducing the risk of legal issues.

NEW QUESTION # 69
What is one way that WP A3-Enterprise enhances security when compared to WP A2-Enterprise?

e A. WPA3-Enterprise provides built-in mechanisis that can deploy user certificates to authorized end-user devices.

e B. WPA3-Enterprise uses Diffie-Hellman in order to authenticate clients, while WP A2-Enterprise uses 802.1X
authentication.

e (C. WPA3-Enterprise can operate in CNSA mode, which mandates that the 802.11 association uses secure algorithis.

¢ D. WPA3-Enterprise implements the more secure simultaneous authentication of equals (SAE), while WP A2-Enterprise uses
802.1X.

Answer: C

Explanation:

WPA3-Enterprise enhances network security over WPA2-Enterprise through several improvements, one of which is the ability to
operate in CNSA (Commercial National Security Algorithm) mode. This mode mandates the use of secure cryptographic algorithms
during the 802.11 association process, ensuring that all communications are highly secure. The CNSA suite provides stronger
encryption standards designed to protect sensitive government, military, and industrial communications. Unlike WPA2, WPA3's
CNSA mode uses stronger cryptographic primitives, such as AES-256 in Galois/Counter Mode (GCM) for encryption and SHA-
384 for hashing, which are not standard in WPA2-Enterprise.

NEW QUESTION # 70
Refer to the exhibit.
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You need to ensure that only management stations in subnet 192.168.1.0/24 can access the ArubaOS-Switches' CLI Web UL and
REST nterfaces The company also wants to let managers use these stations to access other parts of the network What should you
do?

¢ A Establish a Control Plane Policing class that selects traffic from 192.168 1.0/24.
e B. Specify 192.168.1.0.255.255.255.0 as authorized IP manager address
e C. Specify vlan 100 as the management vian for the switches.
¢ D. Configure the switch to listen for these protocols on OOBM only.
Answer: A
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Youneed to ensure that only management stations i subnet 192.168.1.0/24 can access the ArubaOS-Switches' CLI. Web UL and
REST mnterfaces The company also wants to let managers use these stations to access other parts of the network What should you
do?

A. Specify 192.168.1.0.255.255.255.0 as authorized IP manager address

B. Establish a Control Plane Policing class that selects traffic from 192.168 1.0/24.
C. Specify vian 100 as the management vlan for the switches.

D. Configure the switch to listen for these protocols on OOBM only.

Answer: A

Explanation:
To ensure that only management stations in the subnet 192.168.1.0/24 can access the ArubaOS-Switches' Command Line Interface



(CLI), Web UL, and REST interfaces, while also allowing managers to access other parts of the network, you should specify
192.168.1.0 255.255.255.0 as the authorized manager IP address on the switches. This configuration will restrict access to the
switch management interfaces to devices within the specified IP address range, effectively creating a management access list.
References:

ArubaOS-Switch management and configuration guide detailing IP authorized manager settings.

Network management best practices which recommend controlling access to network devices' management interfaces.

NEW QUESTION # 72
What is one difference between EAP-Tunneled Layer Security (EAP-TLS) and Protected EAP (PEAP)?

e A. EAP-TLS creates a TLS tunnel for transmitting user credentials securely, while PEAP protects user credentials with TKIP
encryption.

¢ B. EAP-TLS requires the supplicant to authenticate with a certificate, but PEAP allows the supplicant to use a username and
password.

e C. EAP-TLS creates a TLS tunnel for transmitting user credentials, while PEAP authenticates the server and supplicant during
a TLS handshake.

e D. EAP-TLS begins with the establishment of a TLS tunnel, but PEAP does not use a TLS tunnel as part of its process.

Answer: B

Explanation:

EAP-TLS (Extensible Authentication Protocol - Transport Layer Security) and PEAP (Protected EAP) are two EAP methods used
for 802.1X authentication in wireless networks, such as those configured with WPA3-Enterprise on HPE Aruba Networking
solutions. Both methods are commonly used with ClearPass Policy Manager (CPPM) for secure authentication.

EAP-TLS:

Requires both the supplicant (client) and the server (e.g., CPPM) to present a valid certificate during authentication.

Establishes a TLS tunnel to secure the authentication process, but the primary authentication mechanism is the mutual certificate
exchange. The client's certificate is used to authenticate the client, and the server's certificate authenticates the server.

PEAP:

Requires only the server to present a certificate to authenticate itself'to the client.

Establishes a TLS tunnel to secure the authentication process, within which the client authenticates using a secondary method,
typically a username and password (e.g., via MS-CHAPV2 or EAP-GTC).

Option A, "EAP-TLS begins with the establishment of a TLS tunnel, but PEAP does not use a TLS tunnel as part of its process," is
incorrect. Both EAP-TLS and PEAP establish a TLS tunnel. In EAP-TLS, the TLS tunnel is used for the mutual certificate
exchange, while in PEAP, the TLS tunnel protects the inner authentication (e.g., username/password).

Option B, "EAP-TLS requires the supplicant to authenticate with a certificate, but PEAP allows the supplicant to use a username
and password," is correct. This is a key difference: EAP-TLS mandates certificate-based authentication for the client, while PEAP
allows the client to authenticate with a username and password inside the TLS tunnel, making PEAP more flexible for environments
where client certificates are not deployed.

Option C, "EAP-TLS creates a TLS tunnel for transmitting user credentials, while PEAP authenticates the server and supplicant
during a TLS handshake," is incorrect. Both methods use a TLS tunnel, and both authenticate the server during the TLS handshake
(using the server's certificate). In EAP-TLS, the client's certificate is also part of the TLS handshake, while in PEAP, the client's
credentials (username/password) are sent inside the tunnel after the handshake.

Option D, "EAP-TLS creates a TLS tunnel for transmitting user credentials securely, while PEAP protects user credentials with
TKIP encryption," is incorrect. PEAP does not use TKIP (Temporal Key Integrity Protocol) for protecting credentials; TKIP is a
legacy encryption method used in WPA/WPA2 for wireless data encryption, not for EAP authentication. PEAP uses the TLS tunnel
to protect the nner authentication credentials.

The HPE Aruba Networking ClearPass Policy Manager 6.11 User Guide states:

"EAP-TLS requires both the supplicant and the server to present a valid certificate for mutual authentication. The supplicant
authenticates using its certificate, and the process is secured within a TLS tunnel. In contrast, PEAP requires only the server to
present a certificate to establish a TLS tunnel, within which the supplicant can authenticate using a username and password (e.g,, via
MS-CHAPV2 or EAP-GTC). This makes PEAP more suitable for environments where client certificates are not deployed." (Page
292, EAP Methods Section) Additionally, the HPE Aruba Networking Wireless Security Guide notes:

"A key difference between EAP-TLS and PEAP is the client authentication method. EAP-TLS mandates that the client authenticate
with a certificate, requiring certificate deployment on all clients. PEAP allows the client to authenticate with a username and
password inside a TLS tunnel, making it easier to deploy in environments without client certificates." (Page 40, 802.1X
Authentication Methods Section)

HPE Aruba Networking ClearPass Policy Manager 6.11 User Guide, EAP Methods Section, Page 292.
HPE Aruba Networking Wireless Security Guide, 802.1X Authentication Methods Section, Page 40.
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