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HP Aruba Certified Network Security Associate Exam Sample Questions
(Q12-Q17):
NEW QUESTION # 12 
Refer to the exhibit.
Device A is establishing an HTTPS session with the Arubapedia web sue using Chrome. The Arubapedia web server sends the
certificate shown in the exhibit What does the browser do as part of vacating the web server certificate?

A. It uses the private key in the Arubapedia web site's certificate to check that certificate's signature
B. It uses the private key in the DigiCert SHA2 Secure Server CA to check the certificate's signature.
C. It uses the public key in the DigCert root CA certificate to check the certificate signature
D. It uses the public key in the DigCen SHA2 Secure Server CA certificate to check the certificate's signature.
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Answer: D

Explanation:
When a browser, like Chrome, is validating a web server's certificate, it uses the public key in the certificate's signing authority to
verify the certificate's digital signature. In the case of the exhibit, the browser would use the public key in the DigiCert SHA2 Secure
Server CA certificate to check the signature of the Arubapedia web server's certificate. This process ensures that the certificate was
indeed issued by the claimed Certificate Authority (CA) and has not been tampered with.
:
Browser security documentation and SSL/TLS standards that explain the certificate validation process.
Cybersecurity educational resources that cover the principles of public key infrastructure (PKI) and certificate validation.

NEW QUESTION # 13 
What is a use case for implementing RadSec instead of RADIUS?

A. A university wants to protect communications between the students' devices and the network access server.
B. A school district wants to protect messages sent between RADIUS clients and servers over an untrusted network.
C. A corporation wants to implement EAP-TLS to authenticate wireless users at their main office.
D. A organization wants to strengthen the encryption used to protect RADIUS communications without increasing complexity.

Answer: B

Explanation:
RadSec (RADIUS over TLS) is a protocol for transporting RADIUS messages over TLS-encrypted TCP/IP networks. The
primary use case for implementing RadSec instead of traditional RADIUS is to protect RADIUS communications, particularly when
those messages must travel across an untrusted network, such as the internet. RadSec provides confidentiality, integrity, and
authentication for RADIUS traffic between clients and servers which may not be within a single secure network. In the case of a
school district that wants to ensure the security of messages sent between RADIUS clients and servers over potentially insecure
networks, RadSec would be the appropriate choice.

NEW QUESTION # 14 
Refer to the exhibit.

You need to ensure that only management stations in subnet 192.168.1.0/24 can access the ArubaOS-Switches' CLI. Web Ul. and
REST interfaces The company also wants to let managers use these stations to access other parts of the network What should you
do?

A. Specify 192.168.1.0.255.255.255.0 as authorized IP manager address
B. Configure the switch to listen for these protocols on OOBM only.
C. Establish a Control Plane Policing class that selects traffic from 192.168 1.0/24.
D. Specify vlan 100 as the management vlan for the switches.

Answer: A

Explanation:
To ensure that only management stations in the subnet 192.168.1.0/24 can access the ArubaOS-Switches' Command Line Interface
(CLI), Web UI, and REST interfaces, while also allowing managers to access other parts of the network, you should specify
192.168.1.0 255.255.255.0 as the authorized manager IP address on the switches. This configuration will restrict access to the



switch management interfaces to devices within the specified IP address range, effectively creating a management access list.
:
ArubaOS-Switch management and configuration guide detailing IP authorized manager settings.
Network management best practices which recommend controlling access to network devices' management interfaces.

NEW QUESTION # 15 
What is a correct guideline for the management protocols that you should use on AOS-CX switches?

A. Make sure that Telnet is disabled and use TFTP instead.
B. Make sure that Telnet is disabled and use SSH instead.
C. Make sure that HTTPS is disabled and use SSH instead.
D. Make sure that SSH is disabled and use HTTPS instead.

Answer: B

Explanation:
AOS-CX switches support various management protocols for administrative access, such as SSH, Telnet, HTTPS, and TFTP.
Security best practices for managing network devices, including AOS-CX switches, emphasize using secure protocols to protect
management traffic from eavesdropping and unauthorized access.
Option B, "Make sure that Telnet is disabled and use SSH instead," is correct. Telnet is an insecure protocol because it sends all
data, including credentials, in plaintext, making it vulnerable to eavesdropping. SSH (Secure Shell) provides encrypted
communication for remote management, ensuring that credentials and commands are protected. HPE Aruba Networking
recommends disabling Telnet and enabling SSH for secure management access on AOS-CX switches.
Option A, "Make sure that SSH is disabled and use HTTPS instead," is incorrect. SSH and HTTPS serve different purposes: SSH
is for CLI access, while HTTPS is for web-based management. Disabling SSH would prevent secure CLI access, which is not a
recommended practice. Both SSH and HTTPS should be enabled for secure management.
Option C, "Make sure that Telnet is disabled and use TFTP instead," is incorrect. TFTP (Trivial File Transfer Protocol) is used for
file transfers (e.g., firmware updates), not for management access like Telnet or SSH. TFTP is also insecure (no encryption), so it's
not a suitable replacement for Telnet.
Option D, "Make sure that HTTPS is disabled and use SSH instead," is incorrect. HTTPS is used for secure web-based
management and should not be disabled. Both HTTPS and SSH are secure protocols and should be used together for different
management interfaces (web and CLI, respectively).
The HPE Aruba Networking AOS-CX 10.12 Security Guide states:
"For secure management of AOS-CX switches, disable insecure protocols like Telnet, which sends data in plaintext, and use SSH
instead. SSH provides encrypted communication for CLI access, protecting credentials and commands from eavesdropping. Use
the command no telnet-server to disable Telnet and ssh-server to enable SSH. Additionally, enable HTTPS for web-based
management with https-server to ensure all management traffic is encrypted." (Page 195, Secure Management Protocols Section)
Additionally, the HPE Aruba Networking Security Best Practices Guide notes:
"A key guideline for managing AOS-CX switches is to disable Telnet and enable SSH for CLI access. Telnet is insecure and should
not be used in production environments, as it transmits credentials in plaintext. SSH ensures secure remote management, and
HTTPS should also be enabled for web access." (Page 25, Management Security Section)
:
HPE Aruba Networking AOS-CX 10.12 Security Guide, Secure Management Protocols Section, Page 195.
HPE Aruba Networking Security Best Practices Guide, Management Security Section, Page 25.

NEW QUESTION # 16 
You have configured a WLAN to use Enterprise security with the WPA3 version.
How does the WLAN handle encryption?

A. Traffic is encrypted with AES and keys derived from a PMK shared by all clients on the WLAN.
B. Traffic is encrypted with TKIP and keys derived from a PMK shared by all clients on the WLAN.
C. Traffic is encrypted with AES and keys derived from a unique PMK per client.
D. Traffic is encrypted with TKIP and keys derived from a unique PMK per client.

Answer: C

Explanation:
WPA3-Enterprise is a security protocol introduced to enhance the security of wireless networks, particularly in enterprise
environments. It builds on the foundation of WPA2 but introduces stronger encryption and key management practices. In WPA3-



Enterprise, authentication is typically performed using 802.1X, and encryption is handled using the Advanced Encryption Standard
(AES).
WPA3-Enterprise Encryption: WPA3-Enterprise uses AES with the Galois/Counter Mode Protocol (GCMP) or Cipher Block
Chaining Message Authentication Code Protocol (CCMP), both of which are AES-based encryption methods. WPA3 does not use
TKIP (Temporal Key Integrity Protocol), which is a legacy encryption method used in WPA and early WPA2 deployments and is
considered insecure.
Pairwise Master Key (PMK): In WPA3-Enterprise, the PMK is derived during the 802.1X authentication process (e.g., via EAP-
TLS or EAP-TTLS). Each client authenticates individually with the authentication server (e.g., ClearPass), resulting in a unique PMK
for each client. This PMK is then used to derive session keys (Pairwise Transient Keys, PTKs) for encrypting the client's traffic,
ensuring that each client's traffic is encrypted with unique keys.
Option A, "Traffic is encrypted with TKIP and keys derived from a PMK shared by all clients on the WLAN," is incorrect because
WPA3 does not use TKIP (it uses AES), and the PMK is not shared among clients in WPA3-Enterprise; each client has a unique
PMK.
Option B, "Traffic is encrypted with TKIP and keys derived from a unique PMK per client," is incorrect because WPA3 does not
use TKIP; it uses AES.
Option C, "Traffic is encrypted with AES and keys derived from a PMK shared by all clients on the WLAN," is incorrect because,
in WPA3-Enterprise, the PMK is unique per client, not shared.
Option D, "Traffic is encrypted with AES and keys derived from a unique PMK per client," is correct. WPA3-Enterprise uses AES
for encryption, and each client derives a unique PMK during 802.1X authentication, which is used to generate unique session keys
for encryption.
The HPE Aruba Networking AOS-8 8.11 User Guide states:
"WPA3-Enterprise enhances security by using AES encryption with GCMP or CCMP. In WPA3-Enterprise mode, each client
authenticates via 802.1X, resulting in a unique Pairwise Master Key (PMK) for each client. The PMK is used to derive session keys
(Pairwise Transient Keys, PTKs) that encrypt the client's traffic with AES, ensuring that each client's traffic is protected with unique
keys. WPA3 does not support TKIP, which is a legacy encryption method." (Page 285, WPA3-Enterprise Security Section)
Additionally, the HPE Aruba Networking Wireless Security Guide notes:
"WPA3-Enterprise requires 802.1X authentication, which generates a unique PMK for each client. This PMK is used to derive
AES-based session keys, providing individualized encryption for each client's traffic and eliminating the risks associated with shared
keys." (Page 32, WPA3 Security Features Section)
:
HPE Aruba Networking AOS-8 8.11 User Guide, WPA3-Enterprise Security Section, Page 285.
HPE Aruba Networking Wireless Security Guide, WPA3 Security Features Section, Page 32.

NEW QUESTION # 17
......
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