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HPE Aruba Networking ClearPass Exam Sample Questions (Q14-Q19):

NEW QUESTION # 14

A university is deploying ClearPass with Aruba infrastructure. I'T wants faculty to receive unrestricted access, students to be
restricted to internal resources, and IoT devices to be isolated.

Which three techniques should the administrator use to implement dynamic segmentation in this environment?

(Choose three)

Response:

A. Device Profiling to classify IoT equipment

B. Captive Portal registration for all devices

C. MAC-based VLAN assignment for all users

D. Role Mapping based on Active Directory groups

E. Enforcement Profiles mapping roles to VLANs or DURs

Answer: A,D,E

NEW QUESTION # 15
What is the function of the Role Mapping Policy within a ClearPass service configuration?
Response:

A. To monitor authentication logs

B. To apply firewall rules directly

C. To associate authenticated users with logical roles
D. To define cluster replication schedules

Answer: C

NEW QUESTION # 16

What two factors should be monitored regularly to ensure high availability and performance in ClearPass?
(Choose two)

Response:

A. Disk usage and CPU load

B. Authentication latency

C. Guest session timeouts

D. Number of active OnGuard licenses

Answer: A.B

NEW QUESTION # 17

A network admin wants to configure a ClearPass service that dynamically applies a VLLAN based on the user's Active Directory
group membership. Which three configurations are required in ClearPass to implement this behavior?

(Choose three)

Response:

A. Static MAC authentication bypass list

B. Role Mapping Policy based on AD groups
C. Web-based authentication method

D. Enforcement Policy with VLAN profiles
E. Authentication Source with AD integration

Answer: B,D,E
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NEW QUESTION # 18
What is the purpose of the "Service Categorization” feature in ClearPass?
Response:

A. To map IP addresses to device profiles

B. To prioritize SNMP responses

C. To filter syslog messages

D. To classify services for logging and monitoring

Answer: D

NEW QUESTION # 19
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