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wireless networks using Aruba technology.
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HP Aruba Certified Campus Access Professional Exam Sample Questions
(Q136-Q141):

NEW QUESTION # 136

A customer is using a legacy application that communicates at layer-2. The customer would like to keep this application working to a
remote site connected via layer-3. All legacy devices are connected to a dedicated Aruba CX 6200 switch at each site.

‘What technology on the Aruba CX 6200 could be used to meet this requirement?

A. Inclusive Multicast Ethernet Tag (IMET)
B. Static VXLAN

C. Ethernet over IP (EolP)

D. Generic Routing Encapsulation (GRE)

Answer: B

Explanation:

VXLAN (Virtual Extensible LAN) is a technology used to extend layer-2 networks over a layer-3 mfrastructure. In this case, the
Aruba CX 6200 switch could use Static VXLAN to encapsulate layer-2 traffic (such as the legacy application) and transport it over
the layer-3 network, effectively extending the layer-2 network to the remote site.

NEW QUESTION # 137
Which Aruba AP mode is sending captured RF data to Aruba Central for waterfall plot?

A. Airr Monitor

B. Spectrum Monitor
C. Hybrid Mode

D. Dual Mode

Answer: B

Explanation:

Spectrum Monitor is an Aruba AP mode that is sending captured RF data to Aruba Central for waterfall plot. Spectrum Monitor is
a mode that allows an AP to scan all channels in both 2.4 GHz and 5 GHz bands and collect information about the RF environment,
such as mterference sources, noise floor, channel utilization, etc. The AP then sends this data to Aruba Central, which is a cloud-
based network management platform that can display the data in various formats, including waterfall plot. Waterfall plot is a
graphical representation of the RF spectrum over time, showing the frequency, amplitude, and duration of RF signals. The other
options are incorrect because they are either not AP modes or not sending RF data to Aruba Central. Reference:
https//www.arubanetworks.comv/techdocs/ArubaOS_86 Web_Help/Content/arubaos-solutions/1-overview/spectrum_monitor.htm
https//www.arubanetworks.comvtechdocs/ArubaOS_86 Web_Help/Content/arubaos-solutions/1-overview/waterfall plot.htm
httpsy//www.arubanetworks.com/products/network-management-operations/aruba-central/

NEW QUESTION # 138
A customer has several hundred wireless loT devices and is looking for an authentication solution that meets the following
requirements:

- The wireless traffic between the JIoT devices and the Access Points must be encrypted
- Unigque passphrase per device

- Use Fingerprint infoermation teo perform role-based access

Which solutions will address the customer's requirements? (Select two.)

A. MPSK Local with EAP-TLS

B. Local User Derivation Rules

C. MPSK Local with MAC Authentication

D. MPSK and an internal RADIUS server

E. HPE Aruba Networking ClearPass Policy Manager

Answer: CE



NEW QUESTION # 139
Your manufacturing client is deploying two hundred wireless IP cameras and fifty headless scanners in their warehouse. These new
devices do not support 802.1X authentication. How can HPE Aruba enhance security for these new IP cameras in this environment?

A. MPSK provides for each device in the WLAN to have its own unique pre-shared Key.
B. Use MPSK Local to automatically provide unique pre-shared Keys for devices.

C. MPSK Local will allow the cameras to share a rey and the scanners to share a diferent
D. Aruba ClearPass perforns the 802.1X authentication and installs a certificate.

Answer: A

Explanation:

MPSK stands for Multi Pre-Shared Key, and it is a feature that allows different devices to connect to the same SSID with different
pre-shared keys. This improves the security and scalability of the network, as each device can have its own key and role without
requiring 802.1X authentication or an external policy engine. MPSK can be configured either locally on the AP or centrally on
Aruba Central

NEW QUESTION # 140

Your Director of Security asks you to assign AOS-CX switch management roles to new employees based on their specific job
requirements After the configuration was complete, it was noted that a user assigned with the administrators role did not have the
appropriate level of access on the switch.

The user was not limited to viewing nonsensitive configuration information and a level of 1 was not assigned to their role Which
default management role should have been assigned for the user?

A. sysadmin
B. config

C. helpdesk
D. operators

Answer: D

Explanation:

Explanation

The default management role that should have been assigned for the user is B. operators.

The operators user role is a predefined role that allows users to view nonsensitive configuration information on the switch, such as
nterfaces, VLANS, routing protocols, statistics, and more. The operators user role has a privilege level of 1, which is the lowest
level of access on the switchl.

The administrators user role is a predefined role that has full access to all switch configuration information and all REST API
methods. This role is more than what the Director of Security requires1.

NEW QUESTION # 141
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