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Huawei HCIA-Security V4.0 Sample Questions (Q44-Q49):
NEW QUESTION # 44 
An employee of a company accesses the company's internal Web server through a firewall and can open the website's web page
using a browser. However, the Ping command is used to test the reachability of the Web server and it shows that it is unreachable.
What are the possible reasons?

A. The web server is down
B. The security policy deployed on the firewall allows the HTTP protocol, but does not allow the ICMP protocol.
C. The security policy deployed on the firewall allows the TCP protocol, but does not allow the ICMP protocol.
D. The interface connecting the firewall to the server is not added to the security zone.

Answer: B

NEW QUESTION # 45 
Which of the following types of digital certificates include? (Multiple Choice)
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A. CA certificate
B. RA certificate
C. Self-signed certificate
D. Local certificate

Answer: A,C,D

NEW QUESTION # 46 
Which of the following login methods can implement AD single sign-on? (Multiple Choice)

A. Firewall monitors AD authentication messages
B. Accept PC message mode
C. PC message mode is not accepted
D. Query the AD server security log mode

Answer: A,B,D

NEW QUESTION # 47 
Which of the following descriptions of the firewall DMZ zone is correct?

A. The DMZ area solves the problem of server placement very well
B. This area is used to define the area where intranet end users are located.
C. The priority is 75.
D. Solve the problem of insufficient firewall zone division.

Answer: C

NEW QUESTION # 48 
Which of the following is not a characteristic of digital envelopes?

A. Improved security, scalability and efficiency
B. Solved the issue of symmetric key issuance
C. Ensure the security of symmetric keys
D. Solve the problem of slow symmetric key encryption

Answer: D

NEW QUESTION # 49
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