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NEW QUESTION # 45 
What is Instana's custom built software that is designed to monitor a specified technology?

A. Tracer
B. Sensor
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C. Profiling
D. Service

Answer: B

Explanation:
Instana uses Sensors as specialized software components embedded within its agents to monitor and extract telemetry from various
supported technologies. The verified documentation states: "Sensors are built-in modules that detect, identify, and monitor specific
technologies such as databases, servers, run-times, and messaging systems." These components ensure that the agent collects
targeted metrics, events, and traces optimized for individual stacks like MySQL, Kafka, or Java. When deployed, the Instana agent
automatically discovers technologies running in the environment and loads corresponding Sensors dynamically, requiring minimal user
configuration. Tracers handle transaction propagation, Profiling covers code-level performance, and Service is a higher abstraction in
application topology-not individual monitoring logic. The Sensor concept remains core to Instana's automatic discovery and
observability architecture as validated in IBM's architectural reference sections.

NEW QUESTION # 46 
What does the stanctl cluster backup do?

A. Prepare the current directory for the backup procedure
B. Create a snapshot of the disks
C. Create an archive file in the current directory
D. Backup data of a remote Instana host

Answer: C

Explanation:
According to IBM Instana Observability (v1.0.307 and earlier), stanctl cluster backup is a built-in utility and command-line tool to
back up system state and operational data from an Instana cluster. The verified procedure reads: "stanctl cluster backup saves
configuration, operational state, and selected monitoring data into an archive file located in the current working directory." This
archive is designed for disaster recovery and migration, containing all crucial files needed for restoring Instana to a consistent state.
Disk snapshots (A) are separate and handled by storage appliances. Option B describes pre-backup preparation rather than the
actual result. Remote backup (C) operations require remote execution configuration and are not part of the default cluster backup.
Thus, D is correct as per documentation, which emphasizes bringing together all cluster backup data in a portable .tar or .zip archive
for safe storage or transfer.

NEW QUESTION # 47 
Which language is primarily used for writing Synthetic monitoring API scripts in Instana?

A. Python
B. Java
C. Go
D. JavaScript

Answer: D

Explanation:
Instana's Synthetic Monitoring module allows administrators to script user journeys and API checks to validate service performance
and uptime. According to official IBM documentation, "Synthetic monitoring API scripts use JavaScript as the scripting language for
configuring user flows and custom API tests." Instana has designed its synthetic user interface to interpret JavaScript natively which
provides powerful, flexible constructs for simulating user interactions, custom API payloads, test logic, and error handling. This
ensures broad compatibility with real browser environments and highly customizable synthetic scenarios. Java, Python, and Go are
not supported for browser-based or synthetic API scripting in Instana's synthetic monitors. JavaScript is chosen for its ubiquity and
ease of integration with DOM-like and API interaction patterns, supporting the most common web-based automation needs as
described in the documentation.

NEW QUESTION # 48 
Which order of precedence applies if a user is a member of multiple groups and the level of access is not the same?



A. Access all, No access, Limited access
B. Limited access, No access, Access all
C. Access all, Limited access, No access
D. No access, Limited access, Access all

Answer: D

Explanation:
According to IBM Instana documentation, access rights for users belonging to multiple groups are resolved by applying the most
restrictive role. The documentation states: "If a user belongs to more than one group, the permissions are set according to the order:
No access > Limited access > Access all. If there's a conflict, 'No access' always takes precedence, followed by 'Limited access,'
then 'Access all.'" This ensures that users do not gain unintended permissions due to overlapping group assignments and supports the
principle of least privilege. This behavior is critical for security compliance and consistent access control, especially in regulated
environments or where different teams have varying visibility requirements. By enforcing the strictest restriction, Instana reduces risk
from misconfigurations and accidental escalation of privilege, and helps satisfy audit trail and governance requirements in enterprise
use cases.

NEW QUESTION # 49 
What is mandatory to use Instana REST APIs?

A. CURL
B. Python
C. Cookie
D. Token

Answer: D

Explanation:
Access to Instana's REST API is secured using authorization tokens-an industry-standard best practice for API authentication and
traceability. IBM documentation says: "A personal or team API token is required to authenticate REST API calls." Tokens serve as
credentials embedded in HTTP headers on each request, providing both identity and access control for the API consumer. Tokens
are mandatory; without a valid token, any API requests are denied with a 401 Unauthorized error, regardless of whether a tool
(such as CURL) is used. Tokens can be scoped for individual users (personal tokens) or teams (team tokens), enabling granular
tracking and revocation as part of enterprise security policies. API tokens are generated from the Instana UI under the profile or
team section. Cookies and raw client libraries (e.g., Python) are not authentication methods for Instana APIs.
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