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A device connected to port2 on FortiSwitch cannot access the network The port is assigned a security policy to enforce 802 1X
authentication While troubleshooting the issue, the administrator obtains the debug output shown in the exhibit Which two scenarios
are likely to cause this issue? (Choose two.)

A. The device has been assigned the guest VLAN
B. The device has been quarantined for 3600 seconds.
C. The device does not support 802 1X authentication
D. The device is not configured for 802 IX authentication.

Answer: C,D

Explanation:
According to the exhibit, the debug output shows that the device connected to port2 on FortiSwitch is sending an EAPOL-Start
message, which is the first step of the 802.1X authentication process. However, the output also shows that the device is not sending
any EAP-Response messages, which are required to complete the authentication process. Therefore, option A is true because the
device is not configured for 802.1X authentication, which means that it does not have the correct credentials or settings to
authenticate with the RADIUS server. Option D is also true because the device does not support 802.1X authentication, which
means that it does not have the capability or software to perform 802.1X authentication. Option B is false because the device has
not been quarantined for 3600 seconds, but rather has a session timeout of 3600 seconds, which is the default value for 802.1X
sessions. Option C is false because the device has not been assigned the guest VLAN, but rather has been assigned the default
VLAN, which is VLAN 1.

NEW QUESTION # 63 
Refer to the exhibit.



Examine the RADIUS server configuration shown in the exhibit
An administrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator FortiAuthenticator is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP While testing
the configuration the administrator noticed that the diagnosetest authserver command worked with PAP, however authentication
requests failed when using MSCHAP2 Which two solutions can the administrator implement to get MSCHAP2 authentication to
work'' (Choose two.)

A. On FortiGate update the Secret setting on the RADIUS server
B. On FortiAuthenticator change the back-end authentication server from LDAP to RADIUS
C. On FortiAuthenticator enable Windows Active Directory Domain Authentication to add FortiAuthenticator to the
Windows domain
D. On FortiGate configure the NAS IP setting on the RADIUS
server

Answer: B,C

Explanation:
Explanation
According to the exhibit, the RADIUS server configuration on FortiGate points to FortiAuthenticator, which is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP. However,
LDAP does not support MSCHAP2 authentication, which is required for RADIUS. Therefore, option A is true because on
FortiAuthenticator, enabling Windows Active Directory Domain Authentication will add FortiAuthenticator to the Windows domain
and allow it to use MSCHAP2 authentication with the AD server. Option C is also true because on FortiAuthenticator, changing the
back-end authentication server from LDAP to RADIUS will allow it to use MSCHAP2 authentication with the AD server. Option B
is false because on FortiGate, configuring the NAS IP setting on the RADIUS server will not affect the MSCHAP2 authentication,
but rather the source IP address of the RADIUS packets. Option D is false because on FortiGate, updating the Secret setting on the
RADIUS server will not affect the MSCHAP2 authentication, but rather the shared secret between FortiGate and
FortiAuthenticator.

NEW QUESTION # 64 
Refer to the exhibit.



Examine the LDAP server configuration shown in the exhibit Note that the Username setting has been expanded to display Its full
content On the Windows AD server 10.0.1.10, the administrator used dsquery. which returned the following output:

According to the output which FortiGate LDAP setting is configured incorrectly''

A. Username
B. Common Name Identifier
C. Bind Type
D. Distinguished Name

Answer: D

Explanation:
Explanation
According to the exhibits, the LDAP server configuration on FortiGate has the Distinguished Name set to
"dc=training,dc=lab". However, according to the output of the dsquery command on the Windows AD server, the Distinguished
Name of the domain should be "dc=trainingAD,dc=training,dc=lab". Therefore, option C is true because the Distinguished Name on
FortiGate is configured incorrectly and does not match the actual Distinguished Name of the domain. Option A is false because the
Common Name Identifier on FortiGate is configured correctly as "cn". Option B is false because the Bind Type on FortiGate is
configured correctly as
"Regular". Option D is false because the Username on FortiGate is configured correctly as
"cn=admin,cn=users,dc=trainingAD,dc=training,dc=lab".

NEW QUESTION # 65 
Where can FortiGate learn the FortiManager IP address or FQDN for zero-touch provisioning'?

A. From a TFTP server
B. From a DNS server using A or AAAA records
C. From an LDAP server using a simple bind operation
D. From a DHCP server using options 240 and 241

Answer: D

Explanation:
https://docs.fortinet.com/document/fortigate/6.2.16/cookbook/861490/zero-touch-provisioning-with- fortimanager "A DHCP server
includes option 240 and 241 which records FortiManager IP and domain name.
FortiGate has an interface with the default DHCP client mode that is connected to the DHCP server in the intranet."

NEW QUESTION # 66 
Refer to the exhibit.



By default FortiOS creates the following DHCP server scope for the FortiLink interface as shown in the exhibit What is the
objective of the vci-string setting?

A. To restrict the IP address assignment to devices that have FortiSwitch or FortiExtender as their hostname
B. To restrict the IP address assignment to FortiSwitch and FortiExtender devices
C. To ignore DHCP requests coming from FortiSwitch and FortiExtender devices
D. To reserve IP addresses for FortiSwitch and FortiExtender devices

Answer: B

Explanation:
Explanation
According to the exhibit, the DHCP server scope for the FortiLink interface has a vci-string setting with the value "Cisco AP
c2700". This setting is used to match the vendor class identifier (VCI) of the DHCP clients that request an IP address from the
DHCP server. The VCI is a text string that uniquely identifies a type of vendor device. Therefore, option C is true because the vci-
string setting restricts the IP address assignment to FortiSwitch and FortiExtender devices, which use the VCI "Cisco AP c2700".
Option A is false because the vci-string setting does not ignore DHCP requests coming from FortiSwitch and FortiExtender devices,
but rather accepts them. Option B is false because the vci-string setting does not reserve IP addresses for FortiSwitch and
FortiExtender devices, but rather assigns them dynamically. Option D is false because the vci-string setting does not restrict the IP
address assignment to devices that have FortiSwitch or FortiExtender as their hostname, but rather to devices that have "Cisco AP
c2700" as their VCI.

NEW QUESTION # 67
......
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