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Infoblox Qualified NIOS DDI Expert - INE NIOS-DDI-Expert
Priifungsfragen mit Losungen (Q13-Q18):

13. Frage
What does the Stealth option do on a name server for a DNS Zone?

A. Prevents the name server from responding to outside queries

B. Prevents autormatic zone transfers to or from the server

C. Prevents the name server from caching responses to queries

D. Prevents NS records from being automatically added to the zone file for that server

Antwort: D

Begriindung;

Comprehensive and Detailed In-Depth Explanation:Stealth option in NIOS DNS (Data Management > DNS > Zone > Name
Servers):

* A"Stealth" hides the server from NS records in the zone file, making it authoritative but unlisted- useful for internal servers.
Correct.

* BZone transfers are controlled by ACLs, not Stealth. Incorrect.

* C:Caching is unrelated-Stealth affects visibility, not fimction. Incorrect.

* D:Response behavior isn't altered-still answers queries. Incorrect.

* Practical Example:In an INE lab, set a stealth NS, verify NS record absence, and troubleshoot external

visibility. References:Infoblox NIOS Administrator Guide - DNS Name Servers; INE Course Content:

NIOS DDI DNS Troubleshooting,

14. Frage
‘When viewing NTP statistics in NIOS CLI, you notice an entry has the asterisk symbol () next to it. What does the asterisk symbol
() signify?

A. It means the Member is synchronized to this NTP server
B. It means this NTP server is unreachable

C. It means the NTP service is disabled for the Member

D. It means this NTP server is offline

Antwort: A

Begrindung;

Comprehensive and Detailed In-Depth ExplanationNTP (Network Time Protocol) synchronization is critical for Grid operations,
and NIOS CLI provides status via show ntp:

* Output Format:Lists NTP servers with symbols:

* *: The server the member is currently synchronized to (stratum and offset shown).

* +: Candidate server (reachable but not primary).

* -: Unreachable or rejected server.

* Asterisk Meaning:Indicates the active sync source, ensuring time consistency across the Grid.

* Options:

* A:Unreachable servers get a "™-" or no symbol, not "™*". Incorrect.

* B:Matches NTP convention and NIOS behavior-synchronized server. Correct.

* C:Offline servers don't sync and lack "™*". Incorrect.

* DiDisabled NTP would prevent stats display, not mark a server. Incorrect.

* Practical Example:In an INE lab, you'd run show ntp, see "*poolntp.org," and troubleshoot time drift if the asterisk shifts, testing
Grid stability.References:Infoblox NIOS CLI Reference Guide - NTP Commands; INE Course Content: NIOS DDI Grid
Troubleshooting,

15. Frage
You need to reset the database on a Grid member and disconnect it from the Grid, but you would like it to preserve its current
network settings. What command can you use to do this?

e A reset database



¢ B. It is possible to reset without losing network settings
¢ C. reset member
e D. resetall

Antwort: A

Begriindung;

Comprehensive and Detailed In-Depth ExplanationResetting a Grid member's database while retaining network settings requires a
targeted CLI command:

* Requirements:Clear DN'S/DHCP/Grid data, disconnect from the Grid, keep [P/hostname for reconnection or standalone use.

* Commands:

* reset database:Wipes the NIOS database (zones, leases, Grid membership), leaving network settings (IP, gateway, etc.) intact.
The member becomes standalone, requiring rejoining if needed.

* set factory:Full reset to factory defaults, erasing everything (database, network, licenses).

* Options:

* A (reset all):Not a valid command (see Q28). Incorrect.

* B (reset database):Meets all criteria-clears database, disconnects, preserves network. Correct.

* C (reset member):Not a specific CLI command; vague term. Incorrect.

* D:Misinterprets the question as a statement-it's possible with B, but this isn't a command.

Incorrect.

* Practical Example:In an INE lab, you'd run reset database on a test member, verify its IP persists via show network, and
troubleshoot rejoining the Grid.References:Infoblox NIOS CLI Reference Guide - Reset Commands; INE Course Content: NIOS
DDI Grid Troubleshooting.

16. Frage
When defining a custom DHCP option, what does the administrator need to specify? (Select all that apply.)

A. Data Value

B. Option Number
C. Data Type

D. Option Name

Antwort: B,C,D

Begrindung;

Comprehensive and Detailed In-Depth Explanation:Custom DHCP options (Data Management > DHCP > Option Spaces):

* A (Option Name):Mandatory label (e.g., "CustomOpt"). Correct.

* B (Option Number):Mandatory code (1-254, e.g., 150). Correct.

* C (Data Type):Mandatory format (e.g, string, integer). Correct.

* D (Data Value):Set when applying the option to a scope/range, not during definition. Optional here.

Incorrect.

* Practical Example:In an INE lab, define "Voice VLAN" (Number: 150, Type: integer), apply value

"10" later, and troubleshoot client config, References:Infoblox NIOS Admunistrator Guide - DHCP Options; INE Course Content:
NIOS DDI DHCP Troubleshooting,

17. Frage
What is the destination IP address of a DHCPDISCOVER packet froma client?

A. 224.0.0.52

B. Broadcast address of client subnet
C.0.0.0.0

D. 255.255.255.255

Antwort: D

Begrindung;

Comprehensive and Detailed In-Depth ExplanationnDHCPDISCOVER is the initial broadcast a client sends to find a DHCP server:
* Packet Details:

* Source 1P:0.0.0.0 (client has no IP yet).



* Destination [P:255.255.255.255 (limited broadcast, all devices on the local network).

* Sent via UDP (port 67 server, 68 client).

* Why 255.255.255.255:The client doesn't know the server's IP and broadcasts to all local devices.
Relays may forward it, but the initial packet targets the universal broadcast address.

* Options:

* A:0.0.0.0 is the source, not destination. Incorrect.

* B:224.0.0.52 is a multicast address, not used n DHCPDISCOVER. Incorrect.

* C:Matches DHCP broadcast standard (RFC 2131). Correct.

* D:Subnet-specific broadcast (e.g., 192.168.1.255) applies post-relay, not the initial packet.
Incorrect.

* Practical Example:In an INE lab, you'd capture a DHCPDISCOVER with Wireshark, confirm
255.255.255.255, and troubleshoot relay issues.References:RFC 2131 - DHCP; Infoblox NIOS Administrator Guide - DHCP
Basics; INE Course Content: NIOS DDI DHCP Troubleshooting,
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