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Infoblox Qualified NIOS DDI Expert - INE Sample Questions (Q14-Q19):
NEW QUESTION # 14 
What sends the email messages for Workflow Approval notifications in NIOS?

A. NIOS Grid Master (GM) and the NIOS Grid Master Candidate (GMC)
B. NIOS Grid Master Candidate (GMC)
C. NIOS Grid Master (GM)
D. NIOS SuperAdmin

Answer: C

Explanation:
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Comprehensive and Detailed In-Depth Explanation:Workflow Approval notifications:
* A:The Grid Master (GM) sends emails via its configured SMTP settings (Grid > Grid Properties > Email), as it manages Grid-
wide tasks. Correct.
* B:GMC is a standby, not active unless promoted-doesn't send emails. Incorrect.
* C:Only GM sends, not both-GMC is passive. Incorrect.
* D:SuperAdmin is a role, not a process-no sending capability. Incorrect.
* Practical Example:In an INE lab, configure SMTP on the GM, test approval emails, and troubleshoot delivery from GM
logs.References:Infoblox NIOS Administrator Guide - Workflow Notifications; INE Course Objective: NIOS DDI Grid
Deployment.

NEW QUESTION # 15 
A customer reports difficulty joining a standalone High Availability (HA) pair. How should the customer diagnose the issue? Choose
2 answers

A. Use error messages recorded in syslog and debug log on both nodes
B. Use traffic capture on the first node (the active node)
C. Reset everything before trying to re-join
D. Use traffic capture on both nodes

Answer: A,D

Explanation:
Comprehensive and Detailed In-Depth Explanation:Joining a standalone HA pair to a Grid involves network, authentication, and
sync issues. Best diagnostics:
* A:Syslog (show log syslog) and debug logs (e.g., infoblox.log in support bundle) on both nodes reveal errors (e.g., "Join failed:
invalid secret"). Essential for root cause. Correct.
* C:Traffic capture (tcpdump via CLI) on both nodes checks VRRP, bloxSync, and network issues (e.g., blocked ports).
Comprehensive view of communication. Correct.
* B:Capturing only the active node misses passive node issues (e.g., firewall blocking sync). Incomplete.
Incorrect.
* D:Resetting erases logs and configs, hindering diagnosis-last resort, not initial step. Incorrect.
* Practical Example:In an INE lab, you'd check syslog for "sync failed," run tcpdump -i eth0 port 443 on both, and troubleshoot a
blocked SSL port.References:Infoblox NIOS Administrator Guide - HA Troubleshooting; INE Course Content: NIOS DDI Grid
Troubleshooting.

NEW QUESTION # 16 
What does the Stealth option do on a name server for a DNS Zone?

A. Prevents NS records from being automatically added to the zone file for that server
B. Prevents the name server from caching responses to queries
C. Prevents the name server from responding to outside queries
D. Prevents automatic zone transfers to or from the server

Answer: A

Explanation:
Comprehensive and Detailed In-Depth Explanation:Stealth option in NIOS DNS (Data Management > DNS > Zone > Name
Servers):
* A:"Stealth" hides the server from NS records in the zone file, making it authoritative but unlisted- useful for internal servers.
Correct.
* B:Zone transfers are controlled by ACLs, not Stealth. Incorrect.
* C:Caching is unrelated-Stealth affects visibility, not function. Incorrect.
* D:Response behavior isn't altered-still answers queries. Incorrect.
* Practical Example:In an INE lab, set a stealth NS, verify NS record absence, and troubleshoot external
visibility.References:Infoblox NIOS Administrator Guide - DNS Name Servers; INE Course Content:
NIOS DDI DNS Troubleshooting.



NEW QUESTION # 17 
Which system provides database synchronization to the passive node of an HA pair Grid Member?

A. The DNS Primary
B. The Active Node of the HA pair
C. The Grid Master
D. The Grid Master Candidate

Answer: B

Explanation:
Comprehensive and Detailed In-Depth Explanation:In an Infoblox High Availability (HA) pair, the active node maintains the live
database and services (DNS, DHCP, etc.), while the passive node remains on standby, ready to take over if needed. Database
synchronization between the active and passive nodes is handled directly by the active node using thebloxSyncmechanism over a
secure connection (typically SSL). The Grid Master oversees Grid-wide synchronization, but within an HA pair, the active node is
responsible for keeping the passive node's database up-to-date. The Grid Master Candidate (GMC) and DNS Primary are
unrelated to this specific HA pair sync process. This is a key troubleshooting point in the INE course.References:Infoblox NIOS
Documentation - HA Configuration; INE Course Content: NIOS DDI Grid Troubleshooting.

NEW QUESTION # 18 
Revert allows an administrator to swap the Infoblox software to the previously installed version of code, while retaining the current
DNS, DHCP, and Grid configuration information.

A. False
B. True

Answer: B

Explanation:
Comprehensive and Detailed In-Depth Explanation:The "Revert" feature in NIOS is a safety mechanism for software upgrades,
allowing rollback to the prior version if issues arise. Here's how it works:
* Mechanism:NIOS retains the previous software version and configuration database after an upgrade.
The "Revert" option (Grid > Upgrade > Revert) swaps back to the old code, preserving the current DNS zones, DHCP leases, and
Grid settings (e.g., member roles).
* Conditions:
* Revert is available only if the upgrade was successful and the prior version is still stored (not overwritten by multiple upgrades).
* Configuration changes made post-upgrade are kept, unlike a factory reset.
* Why True:This aligns with Infoblox's design to minimize downtime and data loss during version management, a key focus in INE's
Grid troubleshooting labs.
* Counterpoint:If the database schema changes significantly between versions, some settings might not fully revert, but core
DNS/DHCP/Grid data remains intact per documentation.
* Practical Example:After upgrading to NIOS 8.6.2 and encountering DNS issues, you'd revert to 8.6.1 in an INE lab, verifying that
zone data persists for troubleshooting continuity.References:Infoblox NIOS Administrator Guide - Software Revert; INE Course
Content: NIOS DDI Grid Troubleshooting.

NEW QUESTION # 19
......
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