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Cisco Certified Support Technician (CCST) Networking Sample Questions
(Q34-Q39):

NEW QUESTION # 34
Select the statements that are correct about bandwidth and throughput (Choose 3).

A. High latency reduces the bandwidth capacity.

B. Low bandwidth can result in increased latency.
C. Reducing latency generally increases throughput.
D. High bandwidth ensures low latency.

Answer: A,B,C

NEW QUESTION # 35
You need to connect a computer's network adapter to a switch using a I000BASE-T cable.
‘Which connector should you use?

A.RJ-11
B. Coax
C.0S2LC
D. RJ-45

Answer: D

Explanation:

* 1000BASE-T Cable: This refers to Gigabit Ethernet over twisted-pair cables (Cat Se or higher).

* Connector: RJ-45 connectors are used for Ethernet cables, including those used for 1000BASE-T.
* Coax: Used for cable TV and older Ethernet standards like 10BASE2.

* RJ-11: Used for telephone connections.

* OS2 LC: Used for fiber optic connections.

Reference: * Ethernet Standards and Cables: Ethernet Cable Guide

NEW QUESTION # 36
‘Which command will display the following output?

Image is command output that states the followiag:
Capability Codes: R - Router, T - Trans Bridgg, B S Source Route Bridge, 5 - Switch, H - Host, I - IGMP,

Device ID Local Intrfce Holdtme Capabillrty”™ Platform Port ID

esxi Gig 0/5 177 VMware ES vmnic®
esxi Gig /7 177 S VMware ES vmnicl
esxi Gig @/6 177 VMware ES vmnic2
981888fc23a7 Gig ©/47 160 5 Meraki MR Port ©
3456fecd1dos Gig @/1 178 S MS5120-8LP Port 9"

A. show ip interface

B. show cdp neighbor

C. show mac-address-table
D. show mnventory

Answer: B

Explanation:

The command that will display the output provided, which includes capability codes, local interface details, device IDs, hold ties,
and platform port ID capabilities, is the show cdp neighbor command. This command is used in Cisco devices to display current
information about neighboring devices detected by Cisco Discovery Protocol (CDP), which includes details such as the interface
through which the neighbor is connected, the type of device, and the port ID of the devicel.

Reference: =

* Cisco - show cdp neighbors



The provided output is from the Cisco Discovery Protocol (CDP) neighbor table. The show cdp neighbor command displays
information about directly connected Cisco devices, including Device 1D, Local Interface, Holdtime, Capability, Platform, and Port
ID.

* A. show mac-address-table: Displays the MAC address table on the switch.

* C. show inventory: Displays information about the hardware inventory of the device.

* D. show ip interface: Displays IP interface status and configuration.

Thus, the correct answer is B. show cdp neighbor.

Reference: =

* Cisco CDP Neighbor Command

* Understanding CDP

NEW QUESTION # 37

HOTSPOT

You plan to use a network firewall to protect computers at a small office. For each statement about firewalls, select True or False.
Note: You will receive partial credit for each correct selection.

True False

A firewall can direct all web traffic to a specific |IP address

A firewall can block traffic to specific ports on internal computers

A firewall can prevent specific appsiffel inning on a computer

Answer:

Explanation:

True False

A firewall can direct all web traffic to a specific IP address :

A firewall can block traffic to specific perts on internal computers

A firewall can prevent specific apps from running on a computer D_

Explanation:

A firewall can direct all web traffic to a specific IP address.

True: Firewalls can be configured to perform Network Address Translation (NAT) and port forwarding, which can direct all web
traffic (typically on port 80 and 443) to a specific internal [P address.

A firewall can block traffic to specific ports on internal computers.

True: Firewalls can be configured with access control lists (ACLs) or rules to block traffic to specific ports on internal computers,
enhancing security by restricting unwanted or harmful traffic.

A firewall can prevent specific apps from running on a computer.

False: Firewalls typically control traffic flow and do not prevent specific applications from running on a computer. Application control
is usually managed by endpoint security software or application control systens.

Directing Web Traffic: Firewalls can manage traffic redirection using NAT and port forwarding rules to route web traffic to
designated servers or devices within the network.

Blocking Specific Ports: Firewalls can enforce security policies by blocking or allowing traffic based on port numbers, ensuring that
only permitted traffic reaches internal systers.

Application Control: While firewalls manage network traffic, preventing applications from running typically requires software
specifically designed for endpoint protection and application

management.

Reference: Understanding Firewalls: Firewall Capabilities

Network Security Best Practices: Network Security Guide




NEW QUESTION # 38
A help desk technician receives the four trouble tickets listed below. Which ticket should receive the highest priority and be
addressed first?

e A Ticket 1: A user requests relocation of a printer to a different network jack in the same office. The jack must be patched
and made active.

¢ B. Ticket 3: A user reports that response time for a cloud-based application is slower than usual.

e C. Ticket 4: Two users report that wireless access in the cafeteria has been down for the last hour.

¢ D. Ticket 2: An online webinar is taking place in the conference room. The video conferencing equipment lost internet access.

Answer: D

Explanation:

‘When prioritizing trouble tickets, the most critical issues affecting business operations or high-impact activities should be addressed
first. Here's a breakdown of the tickets:

* Ticket 1: Relocation of a printer, while necessary, is not urgent and does not impact critical operations.

* Ticket 2: An ongoing webinar losing internet access is critical, especially if the webinar is time- sensitive and involves muiltiple
participants.

* Ticket 3: Slower response time for a cloud-based application is important but typically not as urgent as a complete loss of internet
access for a live event.

* Ticket 4: Wireless access down in the cafeteria affects users but does not have the same immediate impact as a live webinar losing
connectivity.

Thus, the correct answer is B. Ticket 2: An online webinar is taking place in the conference room The video conferencing equipment
lost internet access.

References =

* IT Help Desk Best Practices

* Prioritizing I'T Support Tickets
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