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How can defense in depth be achieved via security zones?

A. By having zones that separate sensors from actuators, that provide layered security
B. By having zones within zones, or subzones, that provide layered security

C. By having a zone edge that is using the security policies of the asset owner

D. By having zones that are connected via using the latest version of SSL

IEf#: B
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Defense in depth is a core concept of ISA/IEC 62443, and security zones are a structural method to implement it. According to
ISA/TEC 62443-3-2 and 62443-1-1, layering can be achieved by nesting zones - creating zones within zones (i.e., subzones) - to
enhance protection through multiple barriers.

"Defense in depth is realized through segmentation into zones and conduits. A zone may contain subzones to establish additional
layers of security, providing multiple barriers to intrusion."

- ISA/IEC 62443-3-2:2020, Clause 5.3.2 - Zone and Conduit Model

This layered zoning approach enables tiered security controls, reducing the impact of breaches and limiting lateral movement within a
network.

References:

ISA/IEC 62443-3-2:2020 - Clause 5.3.2

ISA/TEC 62443-1-122007 - Security Zones and Conduits

R #103
What is Modbus?

A. A serial communications protocol
B. A type of industrial machinery

C. A programming language
D. A network security standard

EfE: A

fEE -

Modbus is a serial communications protocol orignally published by Modicon (now Schneider Electric) in

1979 for use with its programmable logic controllers (PLCs). It has become a de facto standard protocol for communication
between industrial electronic devices. Modbus allows devices, such as sensors and instruments, to communicate their data to a
controller or computer. The protocol can operate over serial lines (RS-232, RS-485) and has been extended for TCP/IP networks
(Modbus TCP). It is not a programming language, network security standard, or a type of industrial machinery. Its simplicity and
open nature have made it widespread in industrial environments, but it has minimal built-in security, which is a significant
consideration in cybersecurity for industrial control systems.

Reference: ISA/IEC 62443-3-32013, Section 4.2.3, and ISA-62443-1-1:2007, Section 3.2.1.

R #104
What are the four documents that belong to the General category of the ISA-62443 (IEC 62443) series?

e A Part 1-1: Terminology, concepts, and models; Part 1-2: Master glossary of terms and definitions; Part 1-
3: System security conformance metrics; and Part 1-4: IACS security lifecycle and use cases
e B. Part 1-1: Terminology, concepts, and models; Part 1-2: Master glossary of terms and definitions; Part 1-
3: System security conformance metrics; and Part 1-4: Security program requirements for IACS service providers
e C. Part 1-1: Terminology, concepts, and models; Part 1-2: Master glossary of terms and definitions; Part 1-
3: Security technologies for IACS; and Part 1-4: IACS security lifecycle and use cases
e D. Part 1-1: Terminology, concepts, and models; Part 1-2: Master glossary of terms and definitions; Part 1-
3: Security program ratings; and Part 1-4: IACS security lifecycle and use cases

IEf#: A

AR :

The four documents classified under the General category of ISA/IEC 62443 are:

* Part 1-1: Terminology, concepts, and models

* Part 1-2: Master glossary of terms and definitions

* Part 1-3: System security conformance metrics

Reference: ISA/IEC 62443-1-122007, Section 4.1.2 ("Document structure and categorization”); 62443 standards overview chart.

HR #105
Which is the BEST practice when establishing security zones?
Available Choices (select all choices that are correct)



A. Security zones should align with physical network segments.

B. All components in a large or conplex system should be in the same security zone.

C. Security zones should contain assets that share common security requirements.

D. Assets within the same logical communication network should be in the same security zone.

Ef: C

H I #106
What is a frequent mistake made with cybersecurity management?

A. Focusing solely on technology solutions

B. Implementing too many security practices at once

C. Ignoring organizational culture

D. Initially addressing smaller pieces of the entire system

EfE: A

A -

Ore of the most frequent mistakes in cybersecurity management-according to ISA/IEC 62443 guidance-is focusing only on
technological solutions and neglecting other critical components such as people, process, and culture. Effective cybersecurity
management must include policies, training, incident response, and continual improvement, not just technical controls. This holistic
approach is emphasized throughout the standards, particularly in the sections describing CSMS program elements and organizational
responsibilities.

Reference: ISA/IEC 62443-2-1:2009, Section 4.2.3 ("Cybersecurity is not just a technology problem'); Section 6.2.4
(Organizational awareness and training).
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