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ISA/IEC 62443 Cybersecurity Fundamentals Specialist ISA-IEC-62443
Prüfungsfragen mit Lösungen (Q113-Q118):
113. Frage 
What is the name of the protocol that implements serial Modbus over Ethernet?
Available Choices (select all choices that are correct)

A. MODBUS/Ethernet
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B. MODBUS/Plus
C. MODBUS/CIP
D. MODBUS/TCP

Antwort: D

Begründung:
MODBUS/TCP is the name of the protocol that implements serial Modbus over Ethernet. MODBUS/TCP is a variant of the
Modbus protocol that uses the Transmission Control Protocol (TCP) as the transport layer to encapsulate Modbus messages and
send them over Ethernet networks. MODBUS/TCP preserves the Modbus application layer and data model, which means that
serial Modbus devices can communicate with MODBUS/TCP devices through a gateway or a converter. MODBUS/TCP is widely
used in industrial automation and control systems, as it offers high performance, interoperability, and compatibility with existing
Modbus devices. References: ISA/IEC 62443 Cybersecurity Fundamentals Specialist Study Guide, Section
3.1.21; MODBUS Application Protocol Specification V1.1b3, Section 1.1

114. Frage 
Which of the following is the BEST reason for periodic audits?
Available Choices (select all choices that are correct)

A. To confirm audit procedures
B. To meet regulations
C. To adhere to a published or approved schedule
D. To validate that security policies and procedures are performing

Antwort: D

Begründung:
Periodic audits are an essential part of the ISA/IEC 62443 cybersecurity standards, as they help to verify the effectiveness and
compliance of the security program. According to the ISA/IEC 62443-2-1 standard, periodic audits should be conducted to
evaluate the following aspects1:
* The security policies and procedures are consistent with the security requirements and objectives of the organization
* The security policies and procedures are implemented and enforced in accordance with the security program
* The security policies and procedures are reviewed and updated regularly to reflect changes in the threat landscape, the IACS
environment, and the business needs
* The security performance indicators and metrics are measured and reported to the relevant stakeholders
* The security incidents and vulnerabilities are identified, analyzed, and resolved in a timely manner
* The security awareness and training programs are effective and aligned with the security roles and responsibilities of the personnel
* The security audits and assessments are conducted by qualified and independent auditors
* The security audit and assessment results are documented and communicated to the appropriate parties
* The security audit and assessment findings and recommendations are addressed and implemented in a prioritized and systematic
way Periodic audits are not only a means to meet regulations or adhere to a schedule, but also a way to validate that the security
policies and procedures are performing as intended and achieving the desired security outcomes. Periodic audits also help to identify
gaps and weaknesses in the security program and provide opportunities for improvement and enhancement. References: Periodic
audits are an essential part of the ISA/IEC 62443 cybersecurity standards, as they help to verify the effectiveness and compliance of
the security program. According to the ISA/IEC 62443-2-1 standard, periodic audits should be conducted to evaluate the following
aspects1:
* The security policies and procedures are consistent with the security requirements and objectives of the organization
* The security policies and procedures are implemented and enforced in accordance with the security program
* The security policies and procedures are reviewed and updated regularly to reflect changes in the threat landscape, the IACS
environment, and the business needs
* The security performance indicators and metrics are measured and reported to the relevant stakeholders
* The security incidents and vulnerabilities are identified, analyzed, and resolved in a timely manner
* The security awareness and training programs are effective and aligned with the security roles and responsibilities of the personnel
* The security audits and assessments are conducted by qualified and independent auditors
* The security audit and assessment results are documented and communicated to the appropriate parties
* The security audit and assessment findings and recommendations are addressed and implemented in a prioritized and systematic
way Periodic audits are not only a means to meet regulations or adhere to a schedule, but also a way to validate that the security
policies and procedures are performing as intended and achieving the desired security outcomes. Periodic audits also help to identify
gaps and weaknesses in the security program and provide opportunities for improvement and enhancement. References:



115. Frage 
If a system integrator is designing zones and conduits for an IACS network based on risk assessments, which part of the ISA/IEC
62443 standard guides this process?

A. Part 1-3: System security conformance metrics
B. Part 3-2: Security risk assessment for system design
C. Part 4-1: Secure product development lifecycle requirements
D. Part 2-1: Establishing an IACS security program

Antwort: B

Begründung:
ISA/IEC 62443-3-2 specifically provides methodology and guidance for performing risk assessments and defining zones and
conduits based on those assessments.
"This standard describes a process for conducting a cybersecurity risk assessment and defines the concept of zones and conduits for
segmenting IACS. It provides guidance for assigning security levels and designing mitigation strategies accordingly."
- ISA/IEC 62443-3-2:2020, Clause 5.3 - Zones and Conduits
It is the key reference for system integrators during design and architecture phases of IACS security.
References:
ISA/IEC 62443-3-2:2020 - Clauses 5.2 and 5.3
ISA/IEC 62443-1-1 - Introduction to zones, conduits, and SL-T

116. Frage 
Which of the following ISA-99 (IEC 62443) Reference Model levels is named correctly?
Available Choices (select all choices that are correct)

A. Level 4: Process
B. Level 2: Quality Control
C. Level 1: Supervisory Control
D. Level 3: Operations Management

Antwort: D

117. Frage 
What is the PRIMARY goal of the IACS Security Program (SP) requirements according to ISA/IEC 62443-2-
1?

A. To eliminate all cybersecurity risks completely
B. To implement technologies only
C. To mitigate risk
D. To focus solely on physical security measures

Antwort: C

Begründung:
The primary objective of the IACS Security Program, as defined in ISA/IEC 62443-2-1, is to establish a structured and sustainable
approach for the mitigation of cybersecurity risks throughout the IACS lifecycle.
"The purpose of the IACS security program is to manage and mitigate risk associated with cybersecurity threats. It defines policies,
procedures, and practices to reduce the likelihood and impact of security incidents."
- ISA/IEC 62443-2-1:2010, Clause 4.1 - Security Program Overview
The standard clearly distinguishes between risk mitigation and risk elimination - the latter being infeasible in industrial environments.
References:
ISA/IEC 62443-2-1:2010 - Clause 4.1
ISA/IEC 62443-2-1 - Security management and governance objectives

118. Frage
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