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ISACA Advanced in AI Audit Sample Questions (Q14-Q19):

NEW QUESTION # 14
‘When converting data categories before training an Al model, which of the following scenarios represents the GREATEST risk?

e A, One-hot encoding the data attribute customer rewards category for the options economy, business, first class


https://drive.google.com/open?id=146w7G6Qc0WQJSh-Gy4tMPT4kBeKHAgbj
https://www.prep4away.com/ISACA-certification/braindumps.AAIA.ete.file.html
https://www.prep4pass.com/AAIA_exam-braindumps.html
https://www.dumpsreview.com/AAIA-exam-dumps-review.html
https://www.getvalidtest.com/AAIA-exam.html

¢ B. Creating dummy variables for the data attribute product flavor for the options vanilla, chocolate, strawberry, banana
¢ (. Creating dummy variables for the data attribute dog breed for the options labrador, terrier, beagle
¢ D. One-hot encoding the data attribute car colors for the options red, blue, green, black, white

Answer: A

NEW QUESTION # 15
An Al social media platform uses an algorithm to increase user engagement that could unintentionally promote divisive content.
Which of'the following is the BEST course of action to mitigate this risk?

A. Obtain users' consent for the content they wish to view.

B. Introduce controls allowing individuals to customize content preferences.
C. Suspend the algorithm until concerns are addressed.

D. Regularly audit and adjust algorithims to reduce biases.

Answer: D

NEW QUESTION # 16
Which of the following should be done FIRST when an attacker exfiltrates sensitive information from an Al model?

A. Tsolate impacted systens until the attack vector is identified.

B. Inform regulators and affected stakeholders of a potential data breach.

C. Inplement rate limiting and query restrictions to reduce exploitation attempts.
D. Rebuild the Al model using a more secure architecture.

Answer: A

NEW QUESTION # 17
Which of the following is the MOST important consideration when auditing the data used for training an Al model?

A. Predictability
B. Tineliness
C. Representativeness

D. Understandability

Answer: C

NEW QUESTION # 18
Which of'the following is an IS auditor's MOST important course of action when determining whether source data should be entered
nto approved generative Al tools to assist with an audit?

A. Determine whether any Al model hallucinations have occurred.
B. Validate that the tool provides a privacy notice.

C. Validate that the tool is leveraging the latest model.

D. Determine whether the information is reliable.

Answer: D

NEW QUESTION # 19
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