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ISACA Advanced in AI Audit Sample Questions (Q90-Q95):
NEW QUESTION # 90 
An organization uses an AI-powered tool to detect and respond to cybersecurity threats in real time. An IS auditor finds that the tool
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produces excessive false positives, increasing the workload of the security team. Which of the following techniques should the
auditor recommend to BEST evaluate the tool's effectiveness in managing this issue?

A. Implement a benchmarking tool to compare the system's alerting capability with industry standards.
B. Deploy a machine learning (ML) validation tool to increase the model's accuracy and performance.
C. Conduct penetration testing to assess the system's ability to detect genuine threats.
D. Use a log analysis tool to examine the types and frequency of alerts generated.

Answer: B

NEW QUESTION # 91 
When auditing a research agency's use of generative AI models for analyzing scientific data, which of the following is MOST critical
to evaluate in order to prevent hallucinatory results and ensure the accuracy of outputs?

A. The algorithms for generative AI models designed to detect and correct data bias before processing
B. The measures in place to ensure the appropriateness and relevance of input data for generative AI models
C. The frequency of data audits verifying the integrity and accuracy of inputs
D. The effectiveness of data anonymization processes that help preserve data quality

Answer: B

NEW QUESTION # 92 
For a sales promotion, an AI system sorts customer attributes into several categories by analyzing transaction history. Verifying
which of the following would BEST validate the effectiveness of this process?

A. Sensitive attributes are converted to other data types prior to input.
B. Stress tests are regularly conducted to maintain consistent AI performance.
C. The applied methodology adequately reflects business objectives.
D. Sampling of AI output is conducted to identify unusual decisions.

Answer: C

NEW QUESTION # 93 
A retail organization uses an AI model to analyze customers' purchase history in order to offer personalized discounts. Which of the
following practices represents the MOST ethical use of customer data?

A. Retaining and analyzing all available customer data to ensure unbiased recommendations
B. Sharing customer purchase data with third-party vendors to improve advertising and communication
C. Utilizing customer purchase data only after obtaining explicit consent and allowing customers to opt out
D. Providing the public with access to review and audit the data set of collected customer information

Answer: C

NEW QUESTION # 94 
The PRIMARY objective of auditing AI systems is to:

A. Minimize algorithm latency and information storage impacts.
B. Optimize user experience and interface satisfaction.
C. Identify biases and decision transparency.
D. Maximize system efficiency and throughput.

Answer: C

NEW QUESTION # 95
......
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