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ISACA Certificate of Cloud Auditing Knowledge CCAK Priifungsfragen mit
Losungen (Q148-Q153):

148. Frage
Which of the following is the BEST way for a client to enforce a policy violation committed by a cloud service provider (CSP)?

A. The violation is agreed upon and documented.

B. Violations will be automatically enforced so no action is needed.

C. The violation is agreed to verbally by the CSP.

D. Nothing can be done to enforce violations as this is a cloud service.

Antwort: A

149. Frage
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To ensure a cloud service provider is complying with an organization's privacy requirements, a cloud auditor should FIRST review:

A. organizational policies, standards, and procedures.

B. legal and regulatory requirements.

C. adherence to organization policies, standards, and procedures.
D. the IT mfrastructure.

Antwort: A

Begrindung;

To ensure a cloud service provider is complying with an organization's privacy requirements, a cloud auditor should first review the
organizational policies, standards, and procedures that define the privacy objectives, expectations, and responsibilities of the
organization. The organizational policies, standards, and procedures should also reflect the legal and regulatory requirements that
apply to the organization and its cloud service provider, as well as the best practices and guidelines for cloud privacy. The
organizational policies, standards, and procedures should provide the basis for evaluating the cloud service provider's privacy
practices and controls, as well as the contractual terms and conditions that govern the cloud service agreement. The cloud auditor
should compare the organizational policies, standards, and procedures with the cloud service provider's self-disclosure statements,
third-party audit reports, certifications, attestations, or other evidence of compliance123.

Reviewing the adherence to organization policies, standards, and procedures (B) is a subsequent step that the cloud auditor should
perform after reviewing the organizational policies, standards, and procedures thenselves. The cloud auditor should assess whether
the cloud service provider is following the organization's policies, standards, and procedures consistently and effectively, as well as
whether the organization is monitoring and enforcing the compliance of the cloud service provider. The cloud auditor should also
identify any gaps or deviations between the organization's policies, standards, and procedures and the actual practices and controls
of the cloud service provider123.

Reviewing the legal and regulatory requirenments is an important aspect of ensuring a cloud service provider is complying with an
organization's privacy requirements, but it is not the first step that a cloud auditor should take. The legal and regulatory requirements
may vary depending on the jurisdiction, industry, or sector of the organization and its cloud service provider. The legal and regulatory
requirements may also change over time or be subject to interpretation or dispute. Therefore, the cloud auditor should first review
the organizational policies, standards, and procedures that incorporate and translate the legal and regulatory requirements into
specific and measurable privacy objectives, expectations, and responsibilities for both parties123.

Reviewing the IT ifrastructure (D) is not a relevant or sufficient step for ensuring a cloud service provider is complying with an
organization's privacy requirements. The IT infrastructure refers to the hardware, software, network, and other components that
support the delivery of cloud services. The IT infrastructure is only one aspect of cloud security and privacy, and it may not be
accessible or visible to the cloud auditor or the organization. The cloud auditor should focus on reviewing the privacy practices and
controls that are implemented by the cloud service provider at different layers of the cloud service model (IaaS, PaaS, SaaS), as
well as the contractual terms and conditions that define the privacy rights and obligations of both parties123.

References =

* Cloud Audits and Compliance: What You Need To Know - Linford & Company LLP

* Trust in the Cloud in audits of cloud services - PwC

* Cloud Compliance & Regulations Resources | Google Cloud

150. Frage
APIs and web services require extensive hardening and must assume attacks from authenticated and unauthenticated adversaries.

o A. True
e B. False

Antwort: A

151. Frage
An organization that is utilizing a community cloud is contracting an auditor to conduct a review on behalf of the group of
organizations within the cloud community. Of'the following, to whom should the auditor report the findings?

A. Public

B. Management of the organization being audited
C. Shareholders and interested parties

D. Cloud service provider

Antwort: B



Begrindung;

According to the ISACA CCAK Study Guide, the auditor should report the findings to the management of the organization being
audited, as they are the primary stakeholders and decision makers for the cloud service.

The management is responsible for ensuring that the cloud service meets the requirements and expectations of the community, as well
as complying with any relevant laws and regulations. The auditor should also communicate the findings to the cloud service provider,
as they are the secondary stakeholders and service providers for the cloud service. The cloud service provider should be aware of
any issues or gaps identified by the auditor and work with the management to resolve them. The auditor should not report the
findings to the public, shareholders, or interested parties, as they are not directly involved in the cloud service or its governance. The
auditor should respect the confidentiality and privacy of the community and its data, and only disclose the findings to those who have
a legitimate need to know. References =

* ISACA, Certificate of Cloud Auditing Knowledge (CCAK) Study Guide, 2021, p. 971

* ISACA, Cloud Auditing Knowledge: Preparing for the CCAK Certificate Exam, 2021, p. 36

152. Frage
Which of the following is a good candidate for continuous auditing?

A. Procedures

B. Documentation quality

C. Governance

D. Cryptography and authentication

Antwort: D

Begrindung;

Cryptography and authentication are good candidates for continuous auditing, as they are critical aspects of cloud security that
require constant monitoring and verification. Cryptography and authentication refer to the methods and techniques that ensure the
confidentiality, integrity, and availability of data and communications in the cloud environment. Cryptography involves the use of
encryption algorithms and keys to protect data from unauthorized access or modification. Authentication involves the use of
credentials and tokens to verify the identity and access rights of users or devices. Continuous auditing can help to assess the
effectiveness and compliance of cryptography and authentication controls, such as data encryption, key management, password
policies, multifactor authentication, single sign-on, etc. Continuous auditing can also help to detect and alert any anomalies or issues
that may conmpromise or affect cryptography and authentication, such as data breaches, key leakage, password cracking,
unauthorized access, etc123.

Procedures (A) are not good candidates for continuous auditing, as they are not specific or measurable aspects of cloud security that
can be easily automated or tested. Procedures refer to the steps or actions that are performed to achieve a certain objective or result
in a specific domain or context. Procedures may vary depending on the type, nature, or complexity of the task or process involved.
Continuous auditing requires a clear and consistent definition of the expected outcome or output, as well as the criteria or metrics to
evaluate it. Procedures may not provide such a definition or criteria, and may require human judgment or interpretation to assess
their effectiveness or conmpliance123.

Governance (B) is not a good candidate for continuous auditing, as it is not a specific or measurable aspect of cloud security that can
be easily automated or tested. Governance refers to the framework or system that defines the roles, responsibilities, policies,
standards, procedures, and practices for managing and overseeing an organization or a domain. Governance may involve multiple
stakeholders, such as management, board of directors, regulators, auditors, customers, etc., who have different interests,
expectations, or perspectives. Continuous auditing requires a clear and consistent definition of the expected outcome or output, as
well as the criteria or metrics to evaluate it. Governance may not provide such a definition or criteria, and may require human
Jjudgment or interpretation to assess its effectiveness or compliance123.

Documentation quality (D) is not a good candidate for continuous auditing, as it is not a specific or measurable aspect of cloud
security that can be easily automated or tested. Documentation quality refers to the degree to which the documents that describe or
support an organization or a domain are accurate, complete, consistent, relevant, and understandable. Documentation quality may
depend on various factors, such as the purpose, audience, format, style, language, structure, content, etc., of the documents
mvolved. Continuous auditing requires a clear and consistent definition of the expected outcome or output, as well as the criteria or
metrics to evaluate it. Documentation quality may not provide such a definition or criteria, and may require human judgment or
terpretation to assess its effectiveness or compliance123. Reference = Cloud Audits: A Guide for Cloud Service Providers -
Cloud Standards ...

Cloud Audits: A Guide for Cloud Service Customers - Cloud Standards ...

Cloud Auditing Knowledge: Preparing for the CCAK Certificate Exam

153. Frage
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