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NEW QUESTION # 170
Which is the appropriate phase of the cloud data lifecycle for determining the data's classification?

A. Use
B. Store
C. Create
D. Share

Answer: C

Explanation:
Any time data is created, modified, or imported, the classification needs to be evaluated and set from the earliest phase to ensure
security is always properly maintained for the duration ofits lifecycle.

NEW QUESTION # 171
‘Which United States program was designed to enable organizations to bridge the gap between privacy laws and requirements of the
United States and the European Union?

A. SOX

B. Safe Harbor
C. GLBA

D. HIPAA

Answer: B

Explanation:

Explanation

Due to the lack of an adequate privacy law or protection at the federal level in the United States, Furopean privacy regulations
generally prohibit the exporting or sharing of PII from Furope with the United States.

Participation in the Safe Harbor program is voluntary on behalf of an organization, but it does require them to conform to specific
requirenments and policies that mirror those from the EU. Thus, organizations can fulfill requirements for data sharing and export and
possibly serve customers in the EU.

NEW QUESTION # 172
Which of the following are not examples of personnel controls?

A. Reference checks

B. Background checks

C. Continuous security training

D. Strict access control mechanisms

Answer: D

NEW QUESTION # 173

Many tools and technologies are available for securing or monitoring data in transit within a data center, whether it is a traditional
data center or a cloud.

Which of the following is NOT a technology for securing data in transit?

A. DNSSEC
B. TLS

C. HTTPS
D. VPN

Answer: A

Explanation:
Explanation
DNSSEC is an extension of the normal DNS protocol that enables a systemto verify the integrity of a DNS query resolution by



signing it from the authoritative source and verifying the signing chain. It is not used for securing data transmissions or exchanges.
HTTPS is the most common method for securing web service and data calls within a cloud, and TLS is the current standard for
encrypting HTTPS traffic. VPN are widely used for securing data transmissions and service access.

NEW QUESTION # 174
In the wake of many scandals with major corporations involving fraud and the deception of nvestors and regulators, which of the
following laws was passed to govern accounting and financial records and disclosures?

A. GLBA

B. HIPAA

C. SOX

D. Safe Harbor

Answer: C

Explanation:

The Sarbanes-Oxley Act (SOX) regulates the financial and accounting practices used by organizations in order to protect
shareholders from improper practices and accounting errors. The Health Insurance Portability and Accountability Act (HIPAA)
pertains to the protection of patient medical records and privacy. The Gramm+ Leach-Bliley Act (GLBA) focuses on the use of PII
within financial institutions. The Safe Harbor program was designed by the US government as a way for American companies to
comply with European Union privacy laws.

NEW QUESTION # 175
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