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What does the osganization need to consider whan determining the ISMS scope? - o o -
Tha internal issues, the requirements of interested parties, pnd sonaonal issuas

What is the purpose of 150 270017 - F «F -Providing the regquirements of the ISMS
develapment and cperation

Which of the follewing is an external issuo that can atfect tha scope of the [BMST « o W -
Government ragulations, risk appetite, processes and practices--or all of the above

Government ragulation is an external issue 1o the company that can affect the scope of the
ISMS - o o -The commitment of LOp Managemant 1o improve the ISMS

A risk owner is the ono who - o  -Is sccountable and has the autharity fo manage the
risk

Interested panies who can affect the scope of the ISMS are -«  -Stakeholders who can
affect the ISMS aperation, the ones that are aMected by the ISMS asctivities, Government
agencies of regulators who can have special requirements related to the ISMS --- or all of

tha 3o

A antivirus Softwane protectinlodmation fiom bang Cormupted by malwars. ITis ansunng
thit = o o -Thee integnty of inforrmatian

Which of the fallowing is required to be included in the Statement of Applicability? - o o -
The justification for excluding amy of the Annex A controls
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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

¢ Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
Topic 1 to applicable laws, policies, and regulations to operate within established legal and ethical standards.

¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
mnformation within an organization—fromiits collection and storage to its distribution, use, and eventual

Topic 2
P archiving or disposal.
. o Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
Topic 3 are detected or imminent, potentially compromising data or system integrity.
e Framework Design: Framework design is the process of developing a reusable structural foundation that
Topic 4 supports and guides the creation and organization of software systers.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q49-Q54):

NEW QUESTION # 49
What activity is done first when preparing for an initial certification audit?

A. Provide documents to the Certification Body auditor for the Stage 1 audit

B. Agree the scope of the ISMS with the Certification Body auditor

C. Provide records to the Certification Body auditor for the Stage 2 audit

D. Provide evidence that nonconformities from an internal audit have been actioned

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:

Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage

2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.

Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

NEW QUESTION # 50
To whom does the scope of the Terms and conditions of employment control apply?

A. Employees only

B. Personnel and the organization

C. All employees, contractors and third-party users
D. Contractors only

Answer: C


https://www.prep4pass.com/ISO-IEC-27001-Foundation_exam-braindumps.html
https://www.dumpsquestion.com/ISO-IEC-27001-Foundation-exam-dumps-collection.html

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.6.1 (Terms and conditions of employment) states:

"The contractual agreements with enployees and contractors shall state their and the organization's responsibilities for information
security." This means the control applies not just to employees, but also contractors and, where relevant, third-party users who are
subject to contractual obligations with the organization. The goal is to ensure thatall parties engaged in work under the organization's
control understand their security responsibilities before, during, and after employment or contract engagement.

Options A and B are too narrow, excluding key groups. Option C misrepresents the scope by implying a mutual responsibility but
not identifying the individuals covered. The explicit scope includesemployees, contractors, and third-party users.

Therefore, the correct answer isD.

NEW QUESTION # 51

Identify the missing words in the following sentence.

The organization shall establish, implement, maintain and [ ? ] an information security management system, including the processes
needed and their interactions, in accordance with the requirements of this document.

A. continually improve

B. commumicate the importance of
C. report on

D. enforce standards for

Answer: A

Explanation:

Clause 4.4 of ISO/IEC 27001:2022 states:

"The organization shall establish, implement, maintain and continually improve an information security management system, including
the processes needed and their interactions, in accordance with the requirements of this document." This requirement highlights that
an ISMS is not static; it must evolve continuously to adapt to new risks, technologies, and business changes. Options A, C, and D
are not mentioned in the clause. The continual improvement cycle is central to ISO standards, aligning with thePlan-Do-Check- Act
(PDCA)model.

Thus, the missing words are'continually improve."

NEW QUESTION # 52
‘What international standard provides guidance on the mntegration of ISO/IEC 27001 and the IT Service Management standard?

A. ISO/IEC 27002
B. ISO/IEC 27013
C. ISO/IEC 20000-1
D. None of'the above

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27013 standards:

ISO/IEC 27013 is titled:

"Information technology - Security techniques - Guidance on the integrated implementation of ISO

/TEC 27001 and ISO/IEC 20000-1."

This standard provides organizations with specific advice on how to integrate an Information Security Management System (ISMS)
with an IT Service Management System (ITSMS). ISO/IEC 20000-1 is the IT Service Management requirements standard, but
integration guidance is provided in 27013. ISO/IEC 27002 (A) is guidance for controls, not integration. Option D is incorrect since
ISO/IEC 27013 explicitly exists for this purpose.

Therefore, the correct verified answer isB: ISO/IEC 27013.

NEW QUESTION # 53
‘Which statement describes a requirement for information security objectives?

e A They shall be consistent with the information security policy



¢ B. They shall be reviewed at least annually
¢ (. They shall be contractually transferred to third parties
e D. They shall all be measurable

Answer: A

Explanation:

Clause 6.2 (Information security objectives) requires that objectives:

* "be consistent with the information security policy"”

* "be measurable (if practicable)”

* "take into account applicable information security requirements"

* "be monitored, communicated, and updated as appropriate."

From this, option A is correct since consistency with policy is an explicit requirement. Option B is incorrect because the standard
allows objectives to be measurable "if practicable" (not mandatory for all). Option C is incorrect-objectives are not transferred
contractually to third parties, though third-party agreements may include security requirements. Option D is incorrect because the
standard requires regular review "as appropriate," not a fixed annual cycle.

Thus, the verified requirement isA: They shall be consistent with the information security policy.

NEW QUESTION # 54
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