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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q46-Q51):

NEW QUESTION # 46
Which statement describes Annex A of ISO/IEC 27001?

A. Provides a reference list of information security controls and their requirements
B. Defines a mandatory list of controls that shall be implemented

C. Defines the criteria for accepting risks

D. Provides measures to determine risk treatment effectiveness

Answer: A
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Explanation:

Annex A of ISO/IEC 27001:2022 is titled:

"Reference control objectives and controls." It provides areference list of information security controls, structured into 4 themes:
organizational, people, physical, and technological.

The standard explicitly states in Clause 6.1.3: "Organizations can design controls as required or identify them from any source.
Annex A contains a list of possible information security controls." This means controls in Annex A are not mandatory (elimmnating
option C). Risk acceptance criteria (A) are defined in Clause 6.1.2, not Annex A. Annex A also does not provide measures for
treatment effectiveness (D).

Thus, Annex A is best described as areference list of information security controls. Correct answer:B.

NEW QUESTION # 47

Identify the missing words in the following sentence.

The organization shall establish, implement, maintain and [ ? ] an information security management system, including the processes
needed and their interactions, in accordance with the requirements of this document.

A. communicate the importance of
B. enforce standards for

C. report on

D. continually improve

Answer: D

Explanation:

Clause 4.4 of ISO/IEC 27001:2022 states:

"The organization shall establish, implement, maintain and continually improve an information security management system, including
the processes needed and their interactions, in accordance with the requirements of this document." This requirement highlights that
an ISMS is not static; it must evolve continuously to adapt to new risks, technologies, and business changes. Options A, C, and D
are not mentioned in the clause. The continual improvement cycle is central to ISO standards, aligning with thePlan-Do-Check- Act
(PDCA)model.

Thus, the missing words are'continually improve."

NEW QUESTION # 48
Which statement describes the control for the Compliance with policies, rules and standards for information security within Annex A
of ISO/IEC 270017

A. Return assets to their legal owners

B. Regular review of contractual compliance
C. Regular review of compliance

D. Maintain contact with legal authorities

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.36 (Compliance with policies, rules and standards for information security) requires:

"Compliance with the organization's information security policies, rules and standards for information security should be regularly
reviewed." This directly matches option A. Option B refers to contractual compliance, which is part of supplier management controls
(Annex A.5.19). Option C relates to Annex A.5.7 (Contact with authorities). Option D refers to asset return controls (Annex
A5.9).

Thus, the correct answer iSA.

NEW QUESTION # 49
What activity is done first when preparing for an initial certification audit?

e A Provide documents to the Certification Body auditor for the Stage 1 audit
e B. Agree the scope of the ISMS with the Certification Body auditor
e (. Provide evidence that nonconformities from an internal audit have been actioned



¢ D. Provide records to the Certification Body auditor for the Stage 2 audit
Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:

Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage

2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.

Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

NEW QUESTION # 50
Which activity is an operational planning and control requirement?

A. Review the consequences of unintended changes

B. Perform information security risk assessments at planned intervals
C. Scheduling of second party audits

D. Document information security objectives

Answer: A

Explanation:

Clause 8.1 (Operational planning and control) requires organizations to:

"Ensure that changes are controlled. The organization shall review the consequences of unintended changes, taking action to mitigate
any adverse effects, as necessary." This requirement ensures that operational processes are planned, controlled, and adjusted where
unexpected changes occur. Risk assessments (B) are covered in Clause 6.1.2 (Planning), not operations. Scheduling second-party
audits (C) is not an ISMS requirement but part of supplier/customer arrangements. Documenting objectives (D) belongs to Clause
6.2 (Planning).

Thus, the required operational planning and control activity is A: Review the consequences of unintended changes.

NEW QUESTION # 51
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