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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

¢ Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

Topic 1

¢ Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
Topic 2 to applicable laws, policies, and regulations to operate within established legal and ethical standards.
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o Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systens, networks, and data from unauthorized access, theft, damage, or disruption to ensure the

Topic 3
o integrity and availability of digital information.
¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
Topic 4 strategies to reduce or control the impact of potential uncertainties on organizational goals.

¢ Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of|
Topic 5 assurance and inner strength.

¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
information within an organization—from its collection and storage to its distribution, use, and eventual

Topic 6
op archiving or disposal.

o Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
Topic 7 are detected or imminent, potentially compromising data or system integrity.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q31-Q36):

NEW QUESTION # 31
In an audit, what is the definition of an observation?

A. An issue raised by an interested party

B. Anissue excluded from the scope of the standard

C. A conformity to the standard where there is an opportunity for improvement
D. A non-fulfilment of a requirement of ISO/IEC 27001

Answer: C

Explanation:

ISO/IEC 27001 mandates internal audits (Clause 9.2) and continual improvement (Clause 10.1) but doesnot define the specific
audit term "observation." However, the audit framework in 9.2 requires an audit programime and impartial auditors, and management
review inputs include "feedback on the information security performance including trends in... audit results" and "opportunities for
continual improvement

." The companion implementation guidance (ISO/IEC 27002) reinforces the concept ofopportunities for improvementin the review
of policies: "The reviews should include assessing opportunities for improvement and the need for changes to the approach to
information securtty..." In practical ISO audit usage (aligned with ISO 19011 guidance referenced in the Study Guide),
anobservationis a recorded conformity where improvement is advisable-commonly termed an Opportunity for Improvement (OFI).
The Study Guide's internal audit section emphasizes running an audit programme to identify "potential areas of weakness or non-
compliance," supporting the notion of recording improvement opportunities alongside nonconformities. Therefore, within ISO/IEC
27001 audit practice, the best-fit definition isB: a conformity where there is an opportunity for improvement.

NEW QUESTION # 32
Which International Standard can be used to implement an integrated management system with ISO/IEC
270017

A. ISO/IEC 27013
B. ISO/IEC 27003
C. None of'the above
D. ISO 9001

Answer: A

Explanation:
ISO/IEC 27013 provides specific guidance on theintegration of ISO/IEC 27001 (Information Security Management) and ISO/IEC
20000-1 (IT Service Management). It offers practical advice for organizations seeking a unified management system approach.



While ISO/IEC 27003 (A) provides guidance on ISMS implementation, it does not address integration. ISO 9001 (C) is the Quality
Management Standard and can be integrated, but the specific standard designed forintegrating 27001 with ITSMis ISO/IEC 27013.
Therefore, the correct answer isB: ISO/IEC 27013, as it is explicitly published for this purpose.

NEW QUESTION # 33
What is a requirement for a corrective action made in response to a nonconformity?

A. They are proportionate to the likelihood of the nonconformity recurring
B. They are appropriate to the effects of the nonconformity

C. They always eliminate the cause of the nonconformity

D. They do NOT change the organization's information security policies

Answer: B

Explanation:

Clause 10.1 (Nonconformity and corrective action) specifies:

"The organization shall react to the nonconformity and, as applicable: take action to control and correct it; deal with the
consequences; evaluate the need for action to eliminate the cause(s)...

Corrective actions shall be appropriate to the effects of the nonconformities encountered." This confirms optionB. Option A is
maccurate-ISO requires actions appropriate toeffects, not probability alone. Option C is false-policies may need updating to correct
nonconformities. Option D is incorrect, as not every cause can always be elimmated; residual issues may exist.

Thus, the verified requirement isB.

NEW QUESTION # 34
Which statement is a factor that will influence the implementation of the information security management system?

A. The ISMS will be operated as an independent process within the organization

B. The ISMS will encompass all controls specified within ISO/IEC 27001

C. The ISMS will be separate from the organization's overall management structure
D. The ISMS will be scaled to the controls according to the needs of the organization

Answer: D

Explanation:

ISO/IEC 27001 makes clear that the ISMS is intended to be tailored to the organization. The standard states: " This document also
includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The
requirenments set out in this document are generic and are intended to be applicable to all organizations regardless of type, size or
nature." This means implementation is scaled based on each organization's risk, context, and needs, not a fixed one-size-fits-all set of
activities or controls. Clause 6.1.3 further reinforces that control selection is flexible and risk-driven: " Organizations can design
controls as required or identify them from any source," and "Annex A contains a list of possible information security controls... The
information security controls listed in Annex A are not exhaustive and additional information security controls can be included if
needed." Together, these extracts verify that the ISMS implementation is influenced by and scaled to the organization's needs and
selected controls, not separated from management processes (A, D) nor mandated to include "all controls" (B).

NEW QUESTION # 35
Which activity is an operational planning and control requirement?

A. Review the consequences of unintended changes

B. Scheduling of second party audits

C. Perform information security risk assessments at planned intervals
D. Document information security objectives

Answer: A

Explanation:

Clause 8.1 (Operational planning and control) requires organizations to:

"Ensure that changes are controlled. The organization shall review the consequences of unintended changes, taking action to mitigate
any adverse effects, as necessary." This requirement ensures that operational processes are planned, controlled, and adjusted where



unexpected changes occur. Risk assessments (B) are covered in Clause 6.1.2 (Planning), not operations. Scheduling second-party
audits (C) is not an ISMS requirement but part of supplier/customer arrangements. Documenting objectives (D) belongs to Clause
6.2 (Planning).

Thus, the required operational planning and control activity is A: Review the consequences of unintended changes.

NEW QUESTION # 36
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