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Answer: A

Explanation:

This scenario presents a risk related to the sample size. Examining only 15 out of 50 employee training records may not provide a
fully representative view of the entire organization's adherence to the training and awareness requirements of ISO/IEC 27001. There
is a risk that this sample size is not sufficient to justify a general conclusion about the entire organization.

References: ISO 19011:2018, Guidelines for auditing management systems
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Answer: A,C
Explanation:

According to ISO 27001:2022 clause 9.1.2, the organisation shall conduct internal audits at planned intervals to provide information
on whether the information security management system conforms to the organisation' s own requirements, the requirements of ISO
27001:2022, and is effectively implemented and mamntained12 According to ISO 27001:2022 clause 10.1, the organisation shall
react to the nonconformities and take action, as applicable, to control and correct them and deal with the consequences. The
organisation shall also evaluate the need for action to eliminate the causes of nonconformities, in order to prevent recurrence or
occurrence.

The organisation shall implement any action needed, review the effectiveness of any corrective action taken, and make changes to
the mformation security management system, if necessary12 A follow-up audit is a type of internal audit that is conducted after a
previous audit to verify whether the nonconformities and corrective actions have been addressed and resolved, and whether the
information security management system has been improved12 Therefore, the following statements are true for preparing a follow-up
audit plan:

* Verification should focus on whether any action undertaken is complete. This means that the auditor should check whether the
organisation has implemented all the planned actions to correct and prevent the nonconformities, and whether the actions have been
documented and communicated as required12

* Vertfication should focus on whether any action undertaken has been undertaken effectively. This means that the auditor should
check whether the organisation has achieved the intended results and objectives of the actions, and whether the actions have
elimmnated or reduced the nonconformities and their causes and consequences12 The following statements are false for preparing a
follow-up audit plan:

* Vertfication should focus on whether any action undertaken has been undertaken efficiently. This is false because efficiency is not a
criterion for verifying the actions taken to address the nonconformities and corrective actions. Efficiency refers to the optimal use of
resources to achieve the desired outcomes, but it is not a requirement of ISO 27001:2022. The auditor should focus on the
effectiveness and completeness of the actions, not on the efficiency12

* Corrections should be verified first, followed by corrective actions and finally opportunities for improvement. This is false because
there is no prescribed order for verifying the corrections, corrective actions, and opportunities for improvement. The auditor should
verify all the actions taken by the organisation, regardless of their sequence or priority. The auditor may choose to verify the actions
based on their relevance, significance, or impact, but this is not a mandatory requirement12

* Opportunities for improvement should be verified first, followed by corrections and finally corrective actions. This is false because
there is no prescribed order for verifying the opportunities for improvement, corrections, and corrective actions. The auditor should
verify all the actions taken by the organisation, regardless of their sequence or priority. The auditor may choose to verify the actions



based on their relevance, significance, or impact, but this is not a mandatory requirement12

* Corrective actions should be reviewed first, followed by corrections and finally opportunities for improvement. This is false
because there is no prescribed order for reviewing the corrective actions, corrections, and opportunities for improvement. The
auditor should review all the actions taken by the organisation, regardless of their sequence or priority. The auditor may choose to
review the actions based on their relevance, significance, or impact, but this is not a mandatory requirement12 References:

1: ISO/TEC 270012022 Lead Auditor (Information Security Management Systerms) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Training Course by PECB 2
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Answer: A

Explanation:

Yes, it is acceptable for the internal auditor to follow-up on the implementation of corrective actions until verified by the external
auditor during the next surveillance audit. This practice supports continuous improvement and ensures that corrective actions are
effectively implemented and maintained over time.
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Answer: A

Explanation:

The purpose ofa follow-up audit is to verify the completion and effectiveness of corrective actions taken by the auditee in response
to the nonconformities identified in a previous auditl. A follow-up audit is a type of audit that is conducted after an initial audit, and it
focuses on the specific areas where nonconformities were found and corrective actions were agreed upon2. A follow-up audit can
be conducted as a separate audit or as part of a scheduled audit, depending on the nature and severity of the nonconformities and
the audit programme objectives3.

The other options are not the purpose of a follow-up audit, but rather the purpose of other types of audits. For exanple:

* Option A is the purpose of a performance audit, which is a type of audit that evaluates the effectiveness of the management system
in achieving its intended results4.

* Option B is the purpose of a compliance audit, which is a type of audit that verifies the conformity of the management system with
the specified requirements, such as the ISMS objectives5.

* Option C is the purpose of a process audit, which is a type of audit that examines the puts, activities, outputs, and interactions of
a specific process within the management system, such as the risk treatment process.
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Explanation:

The purpose of retaining documented information related to the ISMS of an organisation is to the extent necessary, to have
confidence that the processes have been carried out as planned. This means that the documented information provides evidence of
the conformity and effectiveness of the ISMS, as well as the achieverment of the information security objectives and the continual
improverment of the ISMS. Documented information also supports the analysis and evaluation of the ISMS performance and the
identification of opportunities for improvement. References: = ISO/IEC 2700122022, clause 7.5.1; PECB Candidate Handbook
ISO 27001 Lead Auditor, page 17.

NEW QUESTION # 37

For complete, comprehensive, and instant PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead- Auditor
Chi) ISO-TIEC-27001-Lead- Auditor-CN exam preparation, the PECB ISO-IEC-27001-Lead- Auditor-CN Exam Questions are
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